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Reference frame independent quantum key distribution (RFI-QKD) allows two legitimate parties to share the common
secret keys with the drift of reference frames. In order to reduce the actual requirements of RFI-QKD protocol on light
source and make it more suitable for practical applications, this paper gives a specific description of RFI-QKD protocol
with an untrusted source and analyzes the practical security of this protocol based on the two-way “plug and play” structure
commonly used in practical systems. In addition, we also investigate the performance of RFI-QKD with an untrusted source
considering statistical fluctuations based on Chernoff bound. Using simulations, we compare the secret key rate of RFI-
QKD with an untrusted source to RFI-QKD with trusted source. The results show that the performance of RFI-QKD with
an untrusted source is similar to that of RFI-QKD with trusted source, and the finite data size clearly effects the performance

of our protocol.
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1. Introduction

With the development of science and technology, cryp-
tography as the core of communication security has been
widely concerned, and the key is the crucial point of cryptog-
raphy to protect communication security. Quantum key dis-
tribution (QKD) based on the principle of quantum physics
theoretically enables both legitimate parties to share the com-
mon secret keys securely. Since the BB84 protocol was pro-
posed in 1984,[! scholars worldwide have carried out a lot
of research and experiments on QKD.[>!4l At present, with
the deepening of QKD theory research, researchers gradually
focus on the satellite-earth QKD,“S’K’] the establishment of
quantum secure communication network,[!”-!81 and the chip-
based QKD equipment.[!>2°l However, it is difficult to cali-
brate the reference frame in these three QKD application sce-
narios. To solve this problem, Laing et al. put forward the
reference frame independent quantum key distribution (RFI-
QKD) protocol in 2010.”! Through this protocol, both legal
communication parties can transmit the key securely without
reference frame calibration or in the presence of deviations in
the reference frame. This provides new theoretical support for
the practical development of the earth-to-satellite, network and
chip-based QKD. Due to the advantages of RFI-QKD protocol
in practical applications, it has attracted extensive attention of
researchers worldwide. 223!

Although RFI-QKD protocol can theoretically enable the
sender Alice and receiver Bob to realize the transmission of se-
cret key in the case of reference frame deviation, an important
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prerequisite for the successful implementation of this protocol
is that the light source is reliable. However, the light source
used in the practical QKD system inevitably has some security
risks. The plug and play structure, which has been widely used

in current commercial systems, 3%

can automatically compen-
sate for the phase and polarization drift in the transmission
process, thus making the system more stable. However, the
safety of the light source has been a concern. In the plug and
play structure, the light source is set at the Bob end and the
bright pulses are generated by Bob and sent to Alice. After
encoded by Alice, the pulses will be sent back to Bob. Before
the pulses arriving Alice’s equipment, they are completely ex-
posed to Eve. At this time, Eve can perform arbitrary opera-
tions on the pulses. In the worst case, Eve completely replaced
Bob’s pulses sent to Alice. Obviously, the security of the QKD
protocol is threatened if the light source is not trusted. 3]

2. Preliminary

For the untrustworthy situation of the light source, there
are two solutions: active solution** and passive solution.[*>]
The main difference is that the active method uses the optical
switch to randomly select the pulse to enter the light inten-
sity monitor or the encoder, while the passive method uses the
beam splitter. Instead of the optical switch, the beam splitter
splits the light pulse into two parts, one into the light intensity
monitor and the other into the encoder and sent to Bob. The
schematic diagram is shown in Figs. 1 and 2.
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Fig. 1. Schematic diagram of the QKD scheme with an active estimate on an untrusted source.
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Fig. 2. Schematic diagram of the QKD scheme with a passive estimate on an untrusted source.

In the QKD system, there are many difficulties in using
the active device in Fig. 1. The reasons are as follows: (1) The
optical switch in Fig. 1 requires a synchronous clock for con-
trol, which is difficult to implement in a high-speed QKD sys-
tem. (2) Optical switch selection requires a high-speed quan-
tum random number generator, which is currently difficult to
implement. Secondly, due to the random selection using the
optical switch, only half of the pulses generated by the light
source can enter the encoder and be encoded by Alice and sent
to Bob, which affects the efficiency and performance of the en-
tire system. For the above reasons, in the RFI-QKD with un-
trusted light source, we choose the passive approach scheme
shown in Fig. 2. The detailed description of our protocol is
presented in the following.

Step 1 Quantum state preparation and distribution: Bob
produces a bright light pulse and sends it to Alice. To make
sure that only the pulses of the desired mode can arrive the
Alice end, the bright pulse first passes through a filter to re-
move the remaining modes of light. After the phase ran-
domization process, it is divided into two parts by the beam
splitter, one part enters the light intensity monitor to obtain
the photon number information of input pulses, and the other
part arrive the Alice end to get encoded. Alice randomly se-
lected a basis from the three sets of bases {X,Y,Z}, and one
of the bit information {0,1}, and the output light intensity
g € {1,v,0} is determined by setting the internal transmit-
tance A € {l”,),v,)lo}, and then the selected bit is encoded

and loaded on the optical pulse with the selected light inten-
sity and the base vector. After that, pulses will be sent to Bob.

Step 2 Quantum state measurement: Bob randomly se-
lects a set of base from the three sets of bases {X,Y,Z} to
measure the received pulses.

Step 3 Sifting: Alice and Bob announce their choice of
base and light intensity through the classic channel, and record
the measurements under different bases and light intensity se-
lections.

Step 4 Parameter estimation: The raw key is obtained
from the untagged pulses when both Alice and Bob selecting
Z basis. And the data of X basis and Y basis is used to estimate
Eve’s information. Alice and Bob use the decoy state method
to estimate the gain and quantum bit error rate of single photon
pulses of untagged pulses in different base selections.

Step 5 Post processing: Alice and Bob perform error cor-
rection to ensure the consistency of the keys of both parties,
and finally obtain the security key by privacy amplification.

In this paper, pulses are divided into tagged pulses and
untagged pulses depending on the number of photons con-
tained in the input pulse. The pulse with photon number
n€[(1—38)N,(1+ 6)N]is defined as untagged pulse and the
pulse with photon number n < (1 —6)N or n > (1+0)N is
defined as tagged pulse. Here N is the average number of pho-
tons of the input light pulse and O is a positive real number
with a smaller value chosen by Alice and Bob. In this paper,
we focus on the untagged pulse and only the untagged pulse is
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used to generate security key.

Since in the QKD system, Alice and Bob are not capa-
ble of quantum non-demolition measurement to obtain photon
number information of input light pulses. Therefore, Alice
and Bob cannot directly obtain the gain Q and quantum bit er-
ror rate E of the untagged pulse in the experiment. They can
only measure the overall gain Q. and the overall quantum bit
error rate E. of all received pulses. In the RFI-QKD protocol
with an untrusted source, we use beam splitters and intensity
monitors to obtain information about the distribution of pho-
tons in pulses from untrusted sources. Assume that the number
of pulses sent by the untrusted light source to Alice is &, each
pulse is divided into two parts A and B after passing through
the BS, wherein the A pulse is taken as a sample into the light
intensity monitor to analyze the photon number distribution
information of the input pulse, and the B pulse is encoded as a
coded pulse and sent to Bob. Let V5 be the number of pulses
in the untagged part of the A pulse and Vg is the number of
untagged part in the B pulse. According to Ref. [35], the prob-
ability that the inequality Vg < Vi — €k holds satisfies

—ke?
P(VB SVA—8k> <2exp 1 . (D)
That is, the confidence of the inequality is
—ke?
T>l—2exp< 48 > @)

As can be seen from the above relationship, Alice can
estimate the number of untagged pulses in the encoded pulse
from the number of untagged pulses in the sample pulse. Let
A be the proportion of the tagged pulse in the sample pulse,
then there are (1 — A — €) k untagged pulses with a great prob-
ability in the coded pulse. Therefore, Alice and Bob can use
the measured Q., E. to estimate the upper and lower bounds

of the untagged pulse gain and error rate

A~ Oe _ Qc—A—¢
O=1"a—¢ Q_max(o’ 1Ae)’

- _ QeEe . QeEe—A—S
EQ_il—A—s’ EQ_maX(O’l—A—e ) 3)

The number of photons in the untagged pulse is m, and the
conditional probability P, (m) that there are n photons trans-
mitted to Bob after Alice encoded conforms to Bernoulli dis-
tribution,

Pﬂ (m) :CZ(q)’)n(l _q)‘)mina (4)

where A is the internal transmittance of Alice, 0 < A <1, and
Alice controls the intensity of the pulse sent to Bob by adjust-
ing A. Here ¢ is the splitting ratio of the BS for monitoring
the information of the input pulse photon number distribution.

For untagged bits, under the condition of (1+J)NA < 1, the
upper and lower bounds of P, (m) are respectively

(1-2) (1 8N n=0,
o O 6 ) An(1— ) HON=1 | < < (14 )N,
0. n>(14+0)N,
)
(1— l (14+8)N n=0,
P = < ) n(1 =) 179N << (1-8)N,
0. n>(1-8)N.
(6)

The constraint (14 8) NA < 1 guarantees that the aver-
age number of photons of any untagged pulse output from the
Alice terminal is less than 1, which is easily achievable exper-
imentally.

In the case of the trusted source, since the attacker Eve
only knows the photon number distribution information in the
pulse sent from Alice, it is considered that the bit error rate
and the count rate of the n photons in the decoy state are the
same as those in the signal state. This is the theoretical basis
for the successful application of the decoy state method in the
trusted source QKD. However, this condition does not hold
under the condition that the light source is not reliable. In the
case that the light source is untrusted, we believe that Eve not
only controls the light source but also controls the transmission
channel, so Eve not only grasps the photon number distribu-
tion information in the light pulse emitted from the Alice, but
also grasps the photon number distribution information of the
light pulse entering the Alice end. At this time,

—ke?
r>1—2exp< 48>, 7
YS _len)n’ esz,n:ez,n’ )]

where Y, , indicates the conditional probability that m photons
enter the Alice end, and n photons are emitted from Alice and
trigger the Bob end detector. Here e, denotes the bit error
rate when m photons enter the Alice end and n photons are
emitted from Alice and trigger the Bob end detector. The su-
perscript S indicates the signal state, at that time the internal
transmittance is A5, and the superscript D indicates the decoy
state, and the internal transmittance is AP.

3. Security analysis of RFI-QKD with an un-
trusted source

When analyzing the security of RFI-QKD protocol with
an untrusted source under the condition of infinite key length,
we only pay attention to the calculation methods of single-
photon counting rate and single-photon bit error rate in dif-

ferent base selection conditions of untagged pulses. Firstly,
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Bob can measure the total counting rate under the signal in-
tensity and the decoy intensity QE, OP. Bob can also get the
bit error rate QEEGSU (ije{ZZ,XX,YY,XY,YX}) in the sig-
nal state when Alice chooses i-basis coding and Bob chooses

Jj-basis measuring, respectively,

YmJH (9)

Z Z Pm Ym nefzznv

e eZZ
m=0n=|
Qes:E Qe eYY = Z ZPm YmAne,)fg”
m=0n=|
QeEeXY = e eYX = Z ZPIH YmA,ne%,{u (10)
m=0n=

where P, (m) denotes the probability that the input photon
numbers of Alice are m, and the superscripts S and D repre-
sent the signal state and the decoy state, respectively. It can be
seen from Eqgs. (9) and (10) that the gain is obtained under the
signal state light intensity and decoy state light intensity in the
untagged pulse, and the bit error rate of the untagged pulse is
measured by Bob choosing the j-basis and encoded by Alice
choosing the i-basis in the signal state

(148N oo
0° = Y Pa(m) B} (m) Y,
m=(1-8)Nn=0
(146N oo
o° = Y Bu(m) Py (m) Y, (11)
m=(1-8)Nn=0
(1+6)N
QSEEZ Z Z Pm Ym neizna
=(1-6)Nn=0
(I4+6)N o
Q°Exy = Q°Eyy = Z Z P (m) By (m) Yo n€
n=(1-8)Nn=0
(146N oo
QSE)S(Y = QSEI§X = Z Z Py (m) PnS (m) Yo, nem e (12)
n=(1—8)N n=0

The bit error rate under different bases when m pho-

tons enter the Alice end and n photons are emitted from Al-

ice end and trigger the Bob end detector is given as ey, =
I m,n d 2

€ijlimn 4B/ | mt 8/2 [36] Here eij,

tection probability under i and j bases, the detection efficiency

Nm,» and dp denote the erroneous de-

of n-photon state and the dark count rate of Bob’s detector.
We have ez7 = %, eéxy = eyx = %, exx = eyy = %
P represents the probability that the signal state is correctly
measured, and 3 represents the deviation of the angle between
two reference frames.

Using the method in Ref. [22], when the inequality

ﬁ > (1+0)N—-2((14+6)N—-2 26N/[(1-8)N-2]
Ao = (1-8)N-2\ 26N

13)

(14+8)N—2 & \/A1-on=2
X<( —5)N—226N>

is established, the lower bound of the gain of single photon
pulses under signal state light intensity in the untagged pulses
can be expressed as

0t > 0 = {Q%r - PP+ (57 - IPE)G

28N(1—2p)*°V 1 pS
~— oW }{PDP2 PIPD} . (14)

In order to calculate the single-photon error rate in signal

state of the untagged pulses when Alice and Bob both select
the Z basis, from Eq. (12) we can obtain the following formula:

(1+8)N o

Y. B (m) B (m)

m=(1-8)Nn=0
(1+6)N

Z Pin (m)P5 (m) Y 0€5
i=(1-8)N '

(148)N
+ X

m=(1—8)N

(14+6)N oo

+ Z Pin (m) Z Pns (m) Ym,negﬁr (15)
m=(1-8)N n=2

0°EZ,

z7
va,l‘lemm

P (m)PIS (m) Y, leizl

Because
(1+6)N

Z Pm Z mnemn >0, (16)
m=(1-86)N
we have
(1+6)N

0°Ej, z Z

m=(1-8)N
(1+6)N

_—

m=(1-8)N

Then, when Alice and Bob both select the Z-basis, the
upper bound of the single-photon error rate in signal state of
the untagged pulses is

Pin (m)POS (m) Ym,Oeﬁ?O

P (m)P} (m)Yeny.  (17)

S S SV nV
iy < Ol RE
1,2z = 0

_ QSESZ_igEVQV
= S
o

= e} 77 (18)

Using the same method, we can obtain a (ij € {XX,
YY, XY, YX}), which represents the upper bound of the
single-photon error rate in the signal state of the untagged
pulses when Alice selects the i-basis to prepare, and Bob se-
lects the j-basis to measure. Thus, the lower bound C; of the
parameter C and the information mastered by Eve in the case
of the single photon of the untagged pulses can be calculated

2 —\ 2
= (1-2e55x) +(1-2¢8 )
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2 —\2
+ (1 _ze?,yx> + (1 _2‘3?.)/)/) )
2 1
Ig = (1 _e?,zz> h< +;/max>

1 Vinax
+e?,zzh <+f§ma)> , (19)
. 1
Vinax = min [s .

G
?,1 )
1 —€lzz
2
\/Cz1 - (1 *eizz> Vinar?
— ) (20)

S
€l zz

where

A (Vmax) =

Combined with the GLLP formula, we can obtain the
RFI-QKD protocol secret key rate formula under ideal con-
ditions with the untrusted source as follows:

R=—-03f(ES;z)h(Ez)+(1—A—g)Qf (1—1Ig), (21)

where Qe is the total signal state gain detected at the Bob
end, and E SZZ is the bit error rate in the signal state when
Alice and Bob both select the Z-basis. Here f(E S_,) is the
error correction efficiency, and Q? is the lower bound of the
signal state gain of single-photon pulses of untagged pulses;
(x) = —log, (x) -
function, and Iy is the information of Eve. A is the average

(1 —x)log, (1 —x) is the binary Shannon

probability that a sampling pulse belongs to a tagged sam-
pling pulse in the asymptotic case, and the specific calculation
method will be given in the following.

The above security analysis is based on the fact that the
output key length is infinite, but an actual QKD system run-
time is limited, which means that its output key length is lim-
ited. The impact of the finite length of the key on the untrusted
source protocol mainly includes two aspects: Firstly, in the fi-
nite key case, the calculations of the untagged pulses are dif-
ferent. In the case of infinite key, when the confidence level
defined by Eq. (2) approaches 1, we can think & ~ 0 because
of k ~ . However, when the key length is finite, for a fixed &,
if you want the confidence level to be no less than 7, we need
to choose

e _41n((1—1')/2). 22)
k

Secondly, in the decoy state QKD protocol, the influence
of the statistical fluctuation caused by the finite key in the pa-
rameter estimation cannot be ignored. In this section, we use
the Chernoff bound to characterize the statistical fluctuations
in the parameter estimation of the decoy state RFI-QKD pro-
tocol with an untrusted source under finite key conditions. In
the decoy state RFI-QKD protocol with an untrusted source,
the gains under different light intensities and the bit error rates
in different signal bases are measured by a limited number of

samples, and the measured values and mathematical expecta-
tions meet the relevant conditions of the Chernoff bound. Ac-
cording to Chernoff bound, the measured values of gain under
the light intensity of signal state Q5 and the actual value Q5*
are in accordance with Eq. (23) with a probability that is not
less than 1 — &5 — &4,

S Qe SxL Sk SxU
Qe pSM 1 ( )3/2 Qe S Qe S Qe
S 208
= In 23
Q; + M (83) - (23)

Here M is the number of pulses emitted by Alice; ps is the
probability that the signal state light intensity sent from Alice
is U; & and &4 are the probabilities that the actual value is out
of the statistical fluctuation range of the measured value. Sim-
ilarly, we can obtain the upper and lower bounds of the decoy
state gain in Bob-end as follows:

D 2Q D+l D D+U
Qe pDM ( )3/2 - Qe S Qe S Qe
2
= o0+ pf&l o

where pp is the probability that the decoy state light intensity
sent from Alice is v.

Therefore, the upper and lower bounds of the gain of the
signal state in the untagged pulses under finite key conditions
are, respectively,

SxU
T ©5)
SxL —A—

Similarly, under finite key conditions, the upper and lower
bounds of the decoy state gain in the untagged pulses are, re-
spectively,

Dx«U
e @)
DL _ A _
0" = max (Q:_Aége,o) (28)

Combining Eq. (14) with Eq. (25),the lower bound of
the counting rate of the single photon pulses in the untagged
pulses under finite key conditions, Eq. (28), can be rewritten
as

S S
Ql* > Ql*

28N(1—Ap)*N-1pS
 [1=8)N+1]!

=P {QD*PZS ~ 05 PP+ (RSP - FDPS ) 07

}{PDP2 Pj@}_l. (29)

In the signal state, when Alice selects Z-basis to prepare
and Bob selects Z-basis to measure, the bit error rate mea-
surement value ES ez and the actual error rate ES% 77 match the
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formula (29) with a probability that is not less than 1 — &3 — &4,

2ES 16
N S ZZ
EYy) =ES .+ \/ 22— In—7,
ps(1=2a)"M (&)

S
2E eZZ

ES*L 5 ln
ps(1—=2a)"M

_ S
eZ7Z — EeAZZ -

(84)3/2 .30

In the same way, we can obtain the upper and lower
bounds of the bit error rate when Alice selects i € {X,Y } basis
and Bob selects j € {X,Y} basis in the signal state

2ES . 16
Egjy:Eiij+\/ o In—y,
ps(1—=2a)'M (&)
2ES.. 1
ESYF=ES, — Y In . (3D
e,ij e,ij Ps(l B 2(1)2M (84)3/2

where subscript j € {XX,YY,XY,YX} indicates that Alice se-
lects i-basis to encode and Bob selects j-basis to measure.
Similar to the method of calculating the lower bound of the
single photon counting rate in untagged pulses under finite key
conditions, we can obtain upper and lower bounds of the bit er-
ror rate of different selections of bases in untagged signal state
pulses, and then we can obtain the upper bound of the error
rate of single-photon pulse of untagged signal pulses under fi-
nite key conditions when Alice selects i-basis and Bob selects
Jj-basis to measure e?j;j (ij € {XX,YY,XY,YX}). Thereby, C}
can be calculated, which denotes the lower bound of the pa-

rameter C in the case of single photon in untagged pulses un-
der finite key conditions. Then, we can calculate /g*, which
denotes the information of Eve. Finally, the secret key rate R
of RFI-QKD with an untrusted source under finite key condi-
tions can be found using Eq. (31),

R=—-0FVf(ES)h(ES) +(1—A—€) QY (1—Ig")

6 21 1 2

——1lo ——1lo
M g2 8SCC M g2 ECOI‘

; (32)

where
——\2 [1+VZ* —— (1 v
E= (1 —e?j‘zz) h <+2mdx) +e?j‘zzh (+f§ m‘”‘)) ,

Ecor 18 the probability that Alice and Bob have different keys,
and & is the probability that Eve knows the key information,
and M is the amount of the pulses sent from Alice to Bob.

Finally, the relationship between the secret key rate and
the secret key transmission distance of the decoy state RFI-
QKD protocol in the case of infinite key length and finite key
length is demonstrated by numerical simulation. The numeri-
cal simulation of this section employs the QKD system chan-
nel model with standard fiber transmission. The experimental
parameters used are listed in Table 1.

Table 1. Experimental parameters used in the numerical simulation of
the RFI-QKD protocol with an untrusted source.

o Y Uil o] q f B
02dB/km 6x1077 07 6x10° 001 1.16 02

Among them, o and Y are the transmission loss coeffi-
cient of optical fiber and the dark count of Bob detector, 1y
and o7 are the detection efficiency of light intensity monitor
and the noise of light intensity monitor, g and f are the beam
splitting ratio and the protocol error correction efficiency, and
M is the detection efficiency of Bob’s detector. In the optical
fiber transmission process, the total transmission efficiency is
n = nel0~%/10 L is the distance between Alice and Bob in
kilometers. In order to improve the performance of the pro-
tocol, the decoy state light intensity is selected to be v = 0.05
and the value of signal state light intensity is optimized. The
probability of Alice choosing to prepare signal state is set to
be Ps = 0.7, and the probability of decoy state is set to be
Pp = 0.2. Referring to Ref. [35], we choose 6 = 0.01, the con-
fidence level 7> 1— 10719 and &3 = &4 = ¢ = Eor = 10710
in simulation. The proportion of tagged pulses in sample
pulses A can be obtained by the following formula:

Nni(1—q)+¢
A=l—ef| ———2_2|, (33)
< /2N + 2072

2 x 42 . . o .
where erf (x) = v Jo ™" dt is error function, and ¢ = 60 is
the confidence interval for guaranteeing protocol security.

100 , , . .

@ P=0.99 B =m/6 trusted
L B = m/6 untrusted
3 — B =m/8 trusted

of |
S 0 - f=m/8 untrusted
2 — B =m/10 trusted
\@/ - B =m/10 untrusted
+ 1074 |
©
-
>
o}
4
+ 1076
2
Q
%]
0

10-8 - . , .
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Distance/nm

Fig. 3. Comparison of the secret key rate between RFI-QKD with a
trusted source and an untrusted source.

In Fig. 3, we analyze the relationship between the secret
key rate and the secure transmission distance of the decoy-
state RFI-QKD protocol without considering the finite key ef-
fect. In the figure, we simulate the relationship between the
secret key rate and the secure transmission distance when the
angular deviation between two reference frames is /10, 7/8,
7 /6 and the probability that the signal state is correctly mea-
sured is 0.99 in the case of trusted source and untrusted source,
respectively. The blue line is the simulation result with the
trusted source, and the red line is the simulation result with
the untrusted source. As can be seen from the figure, under
ideal conditions, the decoy-state RFI-QKD protocol with an
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untrusted source can achieve the nonzero asymptotic secret
key rate in a long distance of approximately 194 km when the
reference frame deviation between Alice and Bob is 7/ 10.

Considering the influence of finite key length on the se-
cret key rate of the decoy-state RFI-QKD protocol with an un-
trusted source, we simulate the relationship between the secret
key rate and the security transmission distance when the num-
ber of pulses Alice sends to Bob is 10!" and 10'3. In Fig. 4,
the blue line represents the secret key rate of the decoy-state
RFI-QKD with an untrusted source without considering the fi-
nite key effect, while the red line and the black line represent
the secret key rate of the decoy-state RFI-QKD with an un-
trusted source when the number of pulses Alice sends to Bob
is 1013 and 10'!, respectively. Figure 4 shows that the data
size has a significant effect on the secret key rate of the decoy-
state RFI-QKD protocol with an untrusted source. When the
number of pulses that Alice sends to Bob is 10! and the ref-
erence frame deviation between Alice and Bob is /10, the
decoy-state RFI-QKD protocol with an untrusted source can
tolerate about a distance of 119 km.
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“2 P=0.99 ---M=10"3=n/10
o 102 — infinite 8=n/8 ]
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Fig. 4. Secret key rate comparison of RFI-QKD with an untrusted
source under different pulse number conditions.

4. Conclusion

In summary, we have proposed and analyzed the decoy-
state RFI-QKD protocol with an untrusted source based on
plug-play structure. In order to compare the secret key rates
with the real QKD system, our analysis and simulation con-
sider the finite key effect using Chernoff bound. The results of
the numerical simulation show that the transmission distance
of the decoy-state RFI-QKD with an untrusted source is simi-
lar to the decoy-state RFI-QKD with a trusted source, and the
finite data size clearly affects the performance of our proto-
col. The research in this paper provides an implementation
scheme for the practical application of the RFI-QKD proto-
col, and reduces the requirement of the source for the specific
implementation of the RFI-QKD protocol.
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