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Abstract. The main purpose of user authentication schemes is to verify the authorized user 
using a server via an insecure channel. With the authentication, a server and a user could have 
a mutual authentication. In 2019, Cao proposed an improvement of a user authentication 
scheme. The scheme was postulated in that it could protect from the several possible attacks 
and have the following advantages: Identity preservation, not only to resist the slow wrong 
password detection, to resist the user masquerading, the password guessing, and the sever 
masquerading attacks, but also to have a mutual authentication between servers and users. 
However, we will show his scheme is not with the capacity to against the denial of service and 
on-line password guessing attacks in this article. In order to improve that authentication 
scheme, this work proposes an enhanced remote authentication scheme with the capacity to 
resist those vulnerabilities as shown in Cao-Sun-Cao’s scheme. 

1.  Introduction 
As cloud-computing technologies matures, more and more data owners are beginning to make heavy 
use of cloud system services to reduce the cost of building systems and devices [1-3]. However, how 
to ensure the security of cloud services is also an important issue [4-5]. A remote authentication 
scheme provides to verify an authorized user in a cloud-computing server via an insecure channel. 
Both of server and user could have a mutual authentication with a remote user authentication scheme 
[6-8]. Many remote user authentication schemes had been proposed [9-22]. A secure and simple 
authentication could be applied to practical [23-24].  

Based on using a smart card, Chang and Lee proposed an easy to implement and practical remote 
user authentication scheme in 2013 [25]. Without withstanding the denial of service attack and the on-
line guessing identity attack, Chiou et al. showed the drawbacks in Chang-Lee’s scheme. In order to 
overcome the disadvantage in their scheme, Chang and Lee proposed an improved scheme to 
withstand these vulnerabilities [26].  

Based on Hash function, Hsieh and Leu presented a simple and practical remote user authentication 
[27]. However, Cao, Sun, and Cao showed that Hsieh-Leu’s scheme have not user anonymity in 2019 
[28]. Besides, the scheme is vulnerable to the following attacks: the slow wrong password detection, 
the password guessing, and the masquerading attacks. To resist those possible attacks, Cao, Sun, and 
Cao proposed another authentication scheme for the remote users [28]. Cap et al. claimed the proposed 
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scheme could against several possible types of attacks and have the following advantages including 
Identity preservation, to resist slow wrong password detection, to resist user masquerading attack, to 
resist sever masquerading attack, to resist password guessing attack, and to provide mutual 
authentications. Even though that proposed scheme is with the advantages above, with user’s smart 
card, that scheme could not withstand the attacks including denial of service and on-line password 
guessing attacks. In this work, an improved remote user authentication scheme is proposed to 
withstand these vulnerabilities as those in Cao-Sun-Cao’s scheme.  

2.  Review of Cao-Sun-Cao’s Remote User Authentication Scheme [28] 
According to Cao-Sun-Cao’s scheme, there are two entities, server S and user Ui [28]. There are four 
phases in their authentication scheme: Registration phase, login phase, authentication phase, and 
password change phase. The following gives the description individually.  

2.1.  Registration Phase 
Two phases, Initial registration and Re-registration, are included in the registration. For a new user Ui, 
registration is the initial phase to use the system and the server authorizes user Ui to be legal. After this 
initial registration phase, the server S issues a valid smart card to user Ui. These messages, {fu, R, h(⋅), b, 
n}, are embedded in the issued smart card, where  
 R = P ⊕ h(b ⊕ PW𝑖), 
 P = h(EID𝑖 ⊕ x), and 
 EID𝑖 = ℎ(ℎ(ID𝑖)||n) 
Here, h(⋅) denotes a hash function;  b denotes a random number according to user decision. IDi and PWi 
are the user’s identity and password, respectively. Secret key x is for the server, and n is an entry of Ui 
in the server’s database. There are three attributes in the server’s database. They are n, EIDi, and 
V = h(h(PW𝑖) ⊕ h(x)).   

User could invalid his smart card if the issued smart card is lost. If the user wants to have a valid 
smart card, he should begin with the registration phase.  

2.2.  Login Phase 
Once if user Ui wants to access the resource, with the smart card, user Ui has to give the identity IDi, the 
password PWi to the terminal device to connect the remote system with the following steps. 

1) The smart card S calculates fu` = h(IDi ⊕ h((PWi)) and, then, it compares the difference 
between fu` and fu stored in the issued card. If fu` is not equal to fu, the processor terminates the 
connection to service. 

2) The end of user sends a login request with the message {EIDi, M2, M3, T1} to the server, where 
M2  =  M1 ⊕ Rc , M1  =  R ⊕ h(b ⊕ PWi) , M3 = h(M1||Rc||T1) , and EIDi = h(h(IDi)||n) . 
Also, R, b, and n are the stored number in the smart card, Rc is a random number, and T1 is a 
time stamp in the terminal device.  

2.3.  Authentication Phase 
User Ui and server S authenticates each other with the following steps. 

1) Initially, the time stamp T1 is checked if it is valid or not by server S. If Ts-T1 > ε, the server 
stops the connection to the user, where, Ts is the time stamp in the server. Time difference ε 
could be the threshold for the communication delay or the tolerance for synchronization 
between the client device and the server. 

2) Server S queries EIDi from the server’s database. If EIDi is not a valid, the server stops the 
connection.  

3)  Server S computes M3` and checks if M3` is equal or not to M3, where  M3` =  h(h(EIDi ⊕
x)||M2 ⊕ h(EIDi ⊕ x)||T1) If it is not, the server stops the connection.  

4) The server sends {EIDi, M4, M5, T2} to the user, where M4 =  h(EIDi ⊕ x) ⊕ Rs ,  M5 =
h(h(EIDi ⊕ x)||Rs||T2) , Rs is a random number generated in the server, and T2 is the time 
stamp of the server.  
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5) The user computes M5` and checks weather M5` is equal to M5 or not, where M5` =
 h(M1||M4 ⊕ M1)||T2). If it is not, the user stops the connection.  

6) The user computes the session key sk and M6 according to sk = h(M1||Rc||M4 ⊕ M1||T2||T3), 
M6 = h(M1||Rc||M4 ⊕ M1||T3), where, T3 is the valid time stamp of the user. Then, the user 
sends message {M6, T3} to the server.  

7) The server computes M6` and checks weather M6` is equal to M6 or not, where M6` =  h(h(EIDi ⊕
x)||M2 ⊕ h(EIDi ⊕ x)||Rs||T3). If it is not, the user stops the connection.  

8) S calculates and obtains the session key sk and M7 according to  sk= h(h(EIDi⊕x)||M2⊕h(EIDi⊕
x)||Rs||T2||T3) and M7= h(h(EIDi ⊕ x)||M2 ⊕ h(EIDi ⊕ x)||Rs||T4), where, T4 is a valid server’s 
timestamp. Then, S sends {M7, T4} to the user.  

9) The user computes M7` and checks weather M7` is equal to M7 or not. If it is, the user checks the 
legal server, and confirms the sharing session key sk. 

3.  Weakness in Cao-Sun-Cao’s Remote User Authentication 
This section shows the weakness in Cao-Sun-Cao’s user authentication scheme [28]. The 
authentication could not resist the attacks from the denial of service attacks and the on-line password 
guessing with user’s smart card attacks.  

3.1.  On-Line Password Guessing with User’S Smart Card Attacks 
The adversary might use password guessing attack if he/she has a chance to hold the user’s smart card. 
The following event might be hold at the login steps in Cao-Sun-Cao’s authentication. 

1) With guessing user’s password, the adversary inputs IDi and PWi` with the user’s smart card.  
2) Smart card S calculates fu` = h(IDi ⊕ h((PWi`)) and compares the difference between fu` and fu 

stored in smart card. If fu` is not equal to fu, the smart card terminates the service. Otherwise, the 
smart card begins to send the login request messages: {EIDi, M2,  M3, T1} to the server.  

3) The adversary monitors the login request message. If there are messages send to the server, this 
implies the password was guessed. Otherwise, the adversary repeatly guesses a password and 
performs Steps 1-3. 

3.2.  Denial of Service Attack 
The login request message {EIDi, M2, M3, T1} might be interrupted by the adversary in Step 2 of the 
login phase. Then, the adversary uses a fake message {EIDi, M2, M3, T1`} to send to the server, where 
T1` is updated time stamp. The server will process the following steps in the authentication phase. 

1) 1) The server checks whether the time stamp T1 is valid or not. If the difference (Ts-T1 ) is larger 
than the time difference  ε, the server stops the connection to the user, where Ts is the time stamp 
of the server. ε is a threshold for the communication delay or the tolerance for synchronization 
between the client device and the server. In this step, the server will pass the verification because 
the T1`is a new current time stamp.  

2) Server S queries EIDi from the database. If EIDi not exists, the server stops the connection. In this 
step, the server will pass the verification because the EIDi is a legal IDi. 

3) The server S computes M3` and checks weather M3` is equal to M3 or not, where M3` =
 h(h(EIDi ⊕ x)||M2 ⊕ h(EIDi ⊕ x)||T1). If it is not, the server stops the connection. In this 
step, the server has an ability to check the illegal login request and will stop the connection to the 
user. However, the server needs to compute 2 X-ORs, 2 hash functions, and one comparison 
computations.  

In summary, for an illegal login request message, the server needs to compute 2 X-ORs, 2 hash 
functions, 2 comparisons computations, and a query to a database. These computations will slow down 
the server’s performance and unable to provide normal services.  

4.  The Proposed Authentication Scheme 
To improve those weaknesses in Cao-Sun-Cao’s scheme, this work proposes an authentication scheme. 
Compared with those phases in Cao-Sun-Cao’s scheme, this proposed scheme modifies the 
registration in login phase and the password change phases in authentication phase. 
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4.1.  Login Phase 
For the remote access, user Ui inputs his/her identity IDi and password PWi to the end device with the 
smart card according to the following steps. 

1) Smart card S calculates fu` = h(IDi ⊕ h((PWi)) and compares the difference between  fu` and 
fu stored in the smart card. If fu` is not equal to fu, smart card S cumulates the number of wrong 
login requests and terminates the service to the user. If the number of the wrong login requests is 
larger than 3, the smart card automatically idles for a period (i.e. one day).   

2) If fu` is equal to fu, smart card S resets the number of the wrong login requests.  
3) The user begins to send the login request message {EIDi, M2, M3, N1}  to the server, where 

M2  =  M1 ⊕ Rc , M1  =  R ⊕ h(b ⊕ PWi) ,  M3 = h(M1||Rc||T1) ,  EIDi = h(h(IDi)||n) , 
N1 = T1 ⊕ n. Also, R, b, and n are retrieved from the smart card, Rc is a random number and T1 
is a current time stamp of the terminal device.  

4.2.   Authentication Phase 
For authentication in the proposed scheme, Step 2 to Step 9 are kept the same as those authentication 
phase in Cao-Sun-Cao’s remote user scheme. The modified Step 1 in the proposed scheme is the 
following.  

1) Server S queries EIDi from the database. If EIDi does not exist, the server disconnects to the user. 
Otherwise, the server retrieves n from the database. Next the server obtains the time stamp T1 by 
T1=N1⊕n.  

5.  Security Analysis of the Proposed Scheme 
This section shows that the proposed scheme could resist the attacks from on-line password guessing 
with user’s smart card and the denial of service in Cao-Sun-Cao’s remote user authentication.  

5.1.  Resist The Attack from On-Line Password Guessing with User’s Smart Card 
In login phase, the adversary might use the attack from on-line password guessing when he/she hold the 
user’s smart card.  

1) The adversary begins to conjectures the password PWi` and inputs IDi and PWi` with the user’s 
smart card.  

2) Smart card S calculates fu` = h(IDi ⊕ h((PWi`)) and compares fu` and fu stored in smart card. If 
fu` is not equal to fu, the smart card cumulates the number of wrong login requests and terminates 
the service to the user. Once if the number of the wrong login requests is larger than 3, the card 
automatically idles for a period (i.e. one day). Otherwise, the login request message 
{EIDi, M2, M3, T1} is sent to the server by the card.  

3) The adversary monitors the login request message. If there are messages send to the server, this 
implies the password was guessed. Otherwise, the adversary repeatly guesses a password and 
performs Steps 1-3.  

If the number of the wrong login requests is larger than 3, the smart card automatically idles for a 
period (i.e. one day). With this proposed authentication, it could resist the attack from on-line password 
guessing with user’s smart card. 

5.2.  Resist Denial of Service Attack 
The login request messages, {EIDi, M2, M3, N1}, could be intercepted by the adversary in Step 3 of login 
phase in our proposed user authentication scheme. Since the adversary did not know the n, he/she is 
thus unable to masquerade N1` with the valid time stamp. The server authenticates these illegal login 
request messages in Step 1 of the authentication phase in our proposed scheme. In this step, the server 
has an ability to check the illegal login request and will stop the connection to the user. The server only 
needs one X-OR, one comparison, and a query to a database. These computations are less than that of 
Cao-Sun-Cao’s scheme.  
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6.  Conclusion 
In this article, we have shown the weaknesses in Cao-Sun-Cao's scheme for remote users. Their 
scheme could not against the denial of service attack and the on-line guessing password attack with 
user’s smart card. For the purpose of improvement, this work proposes a user authentication scheme 
for remote users. With security analysis, this proposed scheme has an ability to withstand these 
vulnerabilities as those in Cao-Sun-Cao’s scheme.  
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