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Abstract. The novel advantage distillation (AD) scheme for secret key agreement (SKA) scheme 

over relay communication system for the wiretap channel model is proposed. For the case where 

there are noiseless both the main channel and the eavesdropper's channel, the SKA scheme for 

the noiseless relay communication (SKA-NRC) system is proposed. In this scheme, random 

sequences 𝒒𝐴 and 𝒒𝐵 are used as artificial interference to prevent eavesdropping. Simulation 

results show that with the proposed SKA schemes, the bit error ratio (BER) of eavesdropper Eve 

maintains stably at 0.5, while legitimate users Alice and Bob are able to get much lower BERs.  

1. Introduction 

Traditional communication secrecy is achieved mainly relying on cryptography-based encryption 

technology, which always relies upon computational hardness of mathematical problems [1-2] to make 

the schemes unbreakable. However, security of traditional encryption is compromised with the dramatic 

improvement of computational power [3]. Secret key agreement (SKA) appears as an approach that 

supports physical-layer security with no limitation on the eavesdropper's computational power and also 

serves as a supplement or replacement of upper layer encryption schemes.  

In SKA, the legitimate users, Alice and Bob, intend to generate sequences of agreed bits (key) which 

are secret to the eavesdropper, Eve. In a SKA scheme three phases are included typically: (a) advantage 

distillation (AD), (b) information reconciliation (IR), and (c) privacy amplification [4]. The purpose of 

AD is to offer Alice and Bob a superiority over the Eve. Alice and Bob are supposed to generate an 

identical random sequence in the reconciliation phase, from which a secret key is extracted in the privacy 

amplification phase [5]. 

There have been a lot of researches focused on AD schemes. For example, an AD scheme for SKA 

was proposed for additive white Gaussian noise (AWGN) [4]. An AD scheme was proposed over a 

wiretap channel [5], which can achieve the purpose of secret sharing.  

The wiretap channel model was defined [6] applying Shannon's perfect secrecy model [7], where 

there existed an eavesdropper who can obtain information by wiretapping. According to Wyner wiretap 

channel model [6], perfect secrecy can be realized on condition that the eavesdropper’s channel is noisier 
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than the main channel. The condition of perfect secrecy can be achieved through the AD phase. A novel 

scheme was proposed for wiretap channel I [6] by using feedback and low density parity check (LDPC) 

codes [8-9]. In this scheme, the legitimate users can be free of error after multi-round-trip two-way 

communication.  
We consider the case where there are noiseless both in all the channels and propose a new AD scheme 

over two-way wiretap channel model, which consists of two legitimate users and one eavesdropper [8]. 

In this scheme, random sequences 𝒒𝐴 and 𝒒𝐵  are used to prevent eavesdropping. The security gap [10] 

is defined as the quality ratio between the main channel and the eavesdropper's channel required to 

guarantee the security level, while ensuring that the legitimate user reliably receives the information. 

Security gap can be increased by proposed scheme, and it is estimated by the bit error ratio (BER). 

In a communication system, the relay is widely used for the situation where the communication 

distance is out of the transmission range [11]. In a relay communication system, traditional transmission 

schemes [12-13] required four time slots to achieve two-way communication. A distributed scheme was 

introduced for exchanging independent information mutually in wireless networks [14]. In this scheme, 

time slots was saved and transmission efficiency was improved by using network coding and physical-

layer broadcast. 

In summary, our contributions are as follows: 

⚫ An AD schemes for SKA schemes over relay communication systems is proposed. The AD 

schemes can provide the legitimate users a superiority over the eavesdropper. 

⚫ Simulations have been performed, and performance of the SKA-NRC scheme is evaluated by BER. 

With the proposed scheme, the BER of eavesdropper maintains at 0.5, while legitimate users are 

able to get much lower BERs. 

2. System model 

We consider two legitimate users, say Alice and Bob, communicating with the help of a relay in the 

presence of a powerful eavesdropper, Eve. We assume that Eve can listen to all the communications 

between Alice and Bob and try to compromise the key generation between them. Eve can also measure 

both the channels between herself and Alice and Bob. The phase and amplitude of the signals are 

assumed to be ideally synchronized and matched.  

2.1. The noiseless wiretap channel with relay (NLR-WT) 

The NLR-WT model handles the noiseless situations. The signals transmitted between the legitimate 

users are random sequences 𝒒 ∈ (0,1)𝑛. Hamming code is taken for IR. 𝒔𝑋 denotes the sequence sent 

by the user X. 𝒄𝑋 denotes the sequence received by the user X. All channels in this model are assumed 

to be noiseless. 

 

Figure. 1 The noiseless wiretap channel with relay (NLR-WT) 
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Figure 1 shows the key agreement process of the NLR-WT model. First, Alice sends the sequence 

𝒔𝐴 and Bob sends the sequence 𝒔𝐵 to the relay simultaneously. The relay receives the superimposed 

sequences 

 𝒔𝑅 = 𝒔𝐴 + 𝒔𝐵,  (1) 

and maps it via PNC by 𝒄𝑅 = 𝑓(𝒔𝑅). Equivalently, 𝒄𝑅 can be represented by 

 𝒄𝑅 = 𝒔𝐴  ⊕ 𝒔𝐵.  (2) 

Then, the relay broadcasts 𝒄𝑅 to all the users. Alice receives the sequence 

 𝒄𝐴 = 𝒄𝑅 (3) 

and Bob receives the sequence 

 
𝒄𝐵 = 𝒄𝑅 . 

(4) 

Alice (Bob) can extract the sequence 𝒔𝐵 (𝒔𝐴) from 𝒄𝑅 by using the local sequence she (he) sent 

before, 𝒔𝐴 (𝒔𝐵). After extraction, Alice gets 

 𝒖𝐴 = 𝒄𝐴 ⊕ 𝒔𝐴 

                   = 𝒔𝐴  ⊕ 𝒔𝐵 ⊕ 𝒔𝐴 

= 𝒔𝐵      

 

(5) 

and Bob gets 

 𝒖𝐵 = 𝒄𝐵 ⊕ 𝒔𝐵 

                   = 𝒔𝐴  ⊕ 𝒔𝐵 ⊕ 𝒔𝐵 

= 𝒔𝐵.    

 

(6) 

At the meantime, for the nature of broadcast and the synchronization of the signals sent by Alice and 

Bob, Eve can only obtain the superimposed sequence 

 𝒔𝐸 = 𝒔𝐴 + 𝒔𝐵. (7) 

Eve maps it by PNC by 𝒄𝐸 = 𝑓(𝒔𝐸) or simply wiretaps to get the sequence 

 𝒄𝐸 = 𝒔𝐴  ⊕ 𝒔𝐵 (8) 

from the relay. 

3. Proposed secrete key agreement schemes 

3.1. SKA scheme for noiseless relay communication system 

SKA scheme for the noiseless relay communication (SKA-NRC) system introduces the random 

sequences 𝒒𝐴 and 𝒒𝐵 as artificial interference, which are generated by Alice and Bob, respectively. 

𝒒𝐴 and 𝒒𝐵 are both 1 × 𝑁 vectors, in which the number of 1's and 0's can be set. At the beginning, 

Alice (Bob) sends 𝒔𝐴
1  (𝒔𝐵

1 ) to the relay, respectively, as 

 𝒔𝐴
1 = ℎ(𝒙1) ⊕ 𝒒𝐴

1  (9) 

and 

 𝒔𝐵
1 = ℎ(𝒚1) ⊕ 𝒒𝐵

1 , (10) 

where h(∙) denotes the Hamming coding function and 𝒙1 (𝒚1) is the sequence Alice (Bob) wants to 

send in the first round. From the second round on, Alice and Bob code the sequences to be sent both 
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with random sequences 𝒒𝐴
𝑛, 𝒒𝐵

𝑛 and 𝒖𝐴
𝑛−1,  𝒖𝐵

𝑛−1.  𝒖𝐴
𝑛−1 (𝒖𝐵

𝑛−1) is the sequence Alice (Bob) receives 

in round 𝑛 − 1. When 𝑛 ≥ 2, we have 

 𝒔𝐴
𝑛 = ℎ(𝒙𝑛 ⊕ 𝒖𝐴

𝑛−1) ⊕ 𝒒𝐴
𝑛, (11) 

 𝒔𝐵
𝑛 = ℎ(𝒚𝑛 ⊕ 𝒖𝐵

𝑛−1) ⊕ 𝒒𝐵
𝑛 . (12) 

The relay receives the superimposed sequence 𝒔𝑅
𝑛 = 𝒔𝐴

𝑛 + 𝒔𝐵
𝑛  and maps it via PNC by 𝒄𝑅

𝑛 = 𝑓(𝒔𝑅
𝑛), 

which is equivalent to 

 𝒄𝑅
𝑛 = 𝒔𝐴

𝑛 ⊕ 𝒔𝐵
𝑛                                                        

                     =  ℎ(𝒙𝑛 ⊕ 𝒖𝐴
𝑛−1) ⊕ 𝒒𝐴

𝑛 ⊕ ℎ(𝒚𝑛 ⊕ 𝒖𝐵
𝑛−1) ⊕ 𝒒𝐵

𝑛 

 (13) 

After that, 𝒄𝑅
𝑛 is broadcast to all users. When Alice receives the sequence 𝒄𝐴

𝑛=𝒄𝑅
𝑛, she use 𝒙𝑛−1 

and the random sequence 𝒒𝐴
𝑛 generated by herself to decode the sequence as 

 𝒖𝐴
𝑛 = ℎ−1(𝒄𝐴

𝑛 ⊕ 𝒔𝐴
𝑛)  ⊕ 𝒙𝑛−1 

= ℎ−1(𝒔𝐵
𝑛) ⊕ 𝒙𝑛−1       

= 𝒚𝑛 ⊕ 𝒖𝐵
𝑛−1 ⊕ 𝒙𝑛−1 

= 𝒚𝑛,                                

 

(14) 

where ℎ−1(∙) denotes Hamming decoding function. Similarly, Bob receives the sequence 𝒄𝐵
𝑛=𝒄𝑅

𝑛 

and he can also obtain 

 𝒖𝐵
𝑛 = ℎ−1(𝒄𝐵

𝑛 ⊕ 𝒔𝐵
𝑛)  ⊕ 𝒚𝑛−1 

= ℎ−1(𝒔𝐴
𝑛) ⊕ 𝒚𝑛−1       

= 𝒙𝑛 ⊕ 𝒖𝐴
𝑛−1 ⊕ 𝒚𝑛−1 

= 𝒙𝑛.                                

 

(15) 

 

At the same time, due to the nature of broadcast and the synchronization of the signals sent by Alice 

and Bob, Eve can get the superimposed sequence 

 𝒔𝐸
𝑛 = 𝒔𝐴

𝑛 + 𝒔𝐵
𝑛                                                                               

=  ℎ(𝒙𝑛 ⊕ 𝒖𝐴
𝑛−1) ⊕ 𝒒𝐴

𝑛 + ℎ(𝒚𝑛 ⊕ 𝒖𝐵
𝑛−1) ⊕ 𝒒𝐵

𝑛 . 

 

(16) 

Eve can map 𝒔𝐸
𝑛 via PNC by 𝒄𝐸

𝑛 = 𝑓(𝒔𝐸
𝑛) or simply wiretaps to get the sequence 

 𝒄𝐸
𝑛 = 𝒔𝐴

𝑛 ⊕ 𝒔𝐵
𝑛                                                                                 

= ℎ(𝒙𝑛 ⊕ 𝒖𝐴
𝑛−1) ⊕ 𝒒𝐴

𝑛 ⊕ ℎ(𝒚𝑛 ⊕ 𝒖𝐵
𝑛−1) ⊕ 𝒒𝐵

𝑛 .    

 

(17) 
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Figure. 2 Flow chart of SKA-NRC scheme 

However, on one hand, Eve cannot decode in the same way as she does not know the sequences 𝒒𝐴
𝑛 

and 𝒒𝐵
𝑛, and the sequences 𝒖𝐴

𝑛−1 and 𝒖𝐵
𝑛−1. On the other hand, Eve cannot distinguish between what 

Alice sends and what Bob sends from Eq. (16) and Eq. (17). Therefore, neither the superimposed 

sequence 𝒔𝐸
𝑛  nor the sequence 𝒄𝐸

𝑛  can be used for extracting to get 𝒙𝑛  or  𝒚𝑛 . It is clear that the 

correct sequence 𝒙𝑛 or  𝒚𝑛 can be extracted by Alice and Bob while Eve cannot. The proposed SKA 

scheme for the noiseless relay communication system (SKA-NRC) is illustrated in figure 2. 

4. Results and simulations 

With SKA-RC scheme, the probability that Eve get the right bit is 0.5 since Eve cannot distinguish 

which user the sequence comes from. The BER of Alice is 

 𝑝𝑟(𝒖𝐴
𝑛) = 𝑝𝑟(𝒚𝑛) (18) 

and the BER of Bob is 

 𝑝𝑟(𝒖𝐵
𝑛) = 𝑝𝑟(𝒙𝑛). (19) 

BER simulation results of the proposed SKA-NRC scheme are shown in figure 3-figure 6. The 

number of rounds 𝑛 is 1,000. 

 

Figure 3. BER of secret keys received by Alice and Eve 
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Figure 4. BER of secret keys received by Bob and Eve 

The BER simulation results of Alice and Eve are shown in figure 3. It is shown that with the 

increasing crossover probability 𝑝, BER of Alice increases, which does not exceed 0.5. While BER of 

Eve remains at 0.5, a value which is always higher than that of Alice. The BER simulation results of 

Bob and Eve are shown in figure 4. It is shown that with the increasing crossover probability 𝑝, BER of 

Bob increases as well, which does not exceed 0.5. While BER of Eve remains at 0.5, a value which is 

always higher than that of Bob. When 𝑝 is between 0 and 0.12, the BER of Alice (Bob) is slowly rising 

and when 𝑝 ≥ 0.13, the BER starts to rise sharply. This indicates that the BER performance of the main 

channel is superior to that of the eavesdropper's channel under the same number of rounds 𝑛. The BER 

simulation results of Alice and Bob are shown in figure 5. It is shown that the legitimate users Alice and 

Bob have almost the same BER for the same 𝑝.  That indicates Alice and Bob have the same superiority 

over Eve. BER simulation results of Eve are shown in figure 6. It is shown that BER from Alice to Eve 

and BER from Bob to Eve are stably maintained at 0.5 with the increasing 𝑝, which is the same as the 

theoretical analysis. 

 

Figure 5. BER of secret keys received by Alice and Bob 
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Figure 6. BER of secret keys received by Eve 

In summary, BER of Alice and Bob could be as low as possible while BER of Eve remains a BER 

of 0.5. 

5. Conclusion 

In this paper, a novel AD schemes for SKA over the relay communication system was proposed. The 

proposed SKA-NRC scheme handled with the noiseless conditions. We proved that with the proposed 

SKA scheme, after the AD phase the legitimate users, Alice and Bob, had a superiority over the 

eavesdropper, Eve. The secret keys were extracted after executing the privacy amplification on the 

obtained identical sequences. Simulations were performed for the SKA-NRC scheme to analyse the 

proposed scheme in terms of BER. The simulation results of SKA-NRC showed that BER of Alice and 

Bob could be as low as possible while BER of Eve remains a BER of 0.5. 
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