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The effects of weather conditions are ubiquitous in practical wireless quantum communication links. Here in this
work, the performances of atmospheric continuous-variable measurement-device-independent quantum key distribution
(CV-MDI-QKD) under diverse weather conditions are analyzed quantitatively. According to the Mie scattering theory and
atmospheric CV-MDI-QKD model, we numerically simulate the relationship between performance of CV-MDI-QKD and
the rainy and foggy conditions, aiming to get close to the actual combat environment in the future. The results show that
both rain and fog will degrade the performance of the CV-MDI-QKD protocol. Under the rainy condition, the larger the
raindrop diameter, the more obvious the extinction effect is and the lower the secret key rate accordingly. In addition, we
find that the secret key rate decreases with the increase of spot deflection distance and the fluctuation of deflection. Under
the foggy condition, the results illustrate that the transmittance decreases with the increase of droplet radius or deflection
distance, which eventually yields the decrease in the secret key rate. Besides, in both weather conditions, the increase
of transmission distance also leads the secret key rate to deteriorate. Our work can provide a foundation for evaluating
the performance evaluation and successfully implementing the atmospheric CV-MDI-QKD in the future field operation
environment under different weather conditions.
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1. Introduction
A complete system of military communication is the ba-

sis for winning over future informationalized wars. As one
of the vital communication methods, quantum key distribution
(QKD)[1–5] has matured to commercial and military applica-
tions. In relatively ideal conditions, a great many of QKD
protocols have been implemented through optical fibers chan-
nels or atmospheric channels. A model of atmospheric CV-
QKD has been established.[6] Backgroung noise of satellite-
to-ground quantum key distribution has been investigated.[7]

Low orbit satellite quantum communication has been de-
signed and analyzed.[8] However, in the future battlefields,
atmospheric QKD is a fairly better option, due to the fact
that the relatively complex environment will make the opti-
cal fibers channels difficult to be laid down and easy to be
destroyed. When implementing the QKD protocol in atmo-
spheric channel, the quantum states are inevitably affected by
atmospheric turbulence,[9–12] rain, fog, and other factors of
natural environment,[13,14] which mainly from the absorption
and scattering of light.

The continuous-variable measurement-device-indepen-

dent quantum key distribution (CV-MDI-QKD)[15–18] is a
great protocol, which is proposed to solve the flaw of detec-
tor imperfection. In fact, as a relatively flexible deployment,
the CV-MDI-QKD is closer to the battlefield. However, there
have been conducted quite a few studies of the transmission of
CV-MDI-QKD in the atmosphere so far. The CV-MDI-QKD
via satellite and atmosphere has been investigated.[19,20] The
rain and fog are the key weather factors, which can influence
the implementation of atmospheric CV-MDI-QKD protocol.
When we study atmospheric CV-MDI-QKD in rain and fog
environment, we must consider these two key factors. How-
ever, the corresponding research on transmission of CV-MDI-
QKD protocol is still incomplete.

In the environment of rainfall and fog, the extinction
effect of raindrops and fog droplets on the absorption and
scattering of light are the main factors affecting the optical
quantum transmission.[21] Therefore, in this paper, Accord-
ing to the Mie scattering theory[22–25] and the beam deflection
model, we study the effect of rain and fog on the CV-MDI-
QKD protocol. Hence, we establish and simulate the relation-
ship between raindrop diameter, radius of fog droplet and the
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secret key rate of protocol, which provides a theoretical ba-
sis for the normal operation of CV-MDI-QKD protocol in the
atmosphere of rainfall and fog. In addition, when the beam ar-
rives at the receiving telescope, the deflection and broadening
phenomenon will occur,[26] which also leads the signal to at-
tenuate. We also introduce this attenuation of CV-MDI-QKD.
Meanwhile, the effects of transmission distance is also consid-
ered.

The rest of this paper is organized as follows. In Sec-
tion 2, the CV-MDI-QKD in atmospheric environment is intro-
duced. In Section 3, the secret key rate of the CV-MDI-QKD
in the rain and deflection model is derived and numerically
simulated. In Section 4, according to the characteristics of

fog and Mie scattering theory, the CV-MDI-QKD model in at-
mospheric environment under foggy condition is established.
Finally, some conclusions are drawn from the presnet study in
Section 5.

2. Atmospheric CV-MDI-QKD model
In an actual intricate operation environment, both sides

of communication need the support from untrustworthy third
party to distribute secret keys. In order to adapt to the mu-
tative environment, we assume that the third party is a satel-
lite or a mobile aircraft, which is similar to CV-MDI-QKD
model. Next, we will analyze the model of atmospheric CV-
MDI-QKD, which is shown in Fig. 1.[18]
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Fig. 1. Atmospheric CV-MDI-QKD model of communication between Alice and Bob via untrusted third party Charlie.

Two-mode squeezed vacuum states ρA1A2 and ρB1B2 are
initially owned by Alice and Bob respectively. Assuming that
two-mode squeezed state of Alice and Bob are both 0 for the
mean value, the covariance matrix can be expressed as

γ =

(
V I

√
V 2−1Z√

V 2−1Z V I

)
, (1)

where Z = diag(1,−1), I = diag(1,1), and V is the Mod-
ulation variance. Keeping modes A1 and B1 on each side,
they send the other modes A2 and B2 to the untrusted third
party (Charlie) through two different atmospheric channels
with transmissivities TA and TB. Assuming that the values of
TA and TB are fixed, the received states at Charlie ρA1A′ and
ρB′B1 are still Gaussian, and described in the following covari-
ance matrix:[19]

γA1A′ =

(
V I

√
TA
√

V 2−1Z√
TA
√

V 2−1Z (TAV +(1−TA)+ εA)I

)
,

γB′B1 =

(
(TBV +(1−TB)+ εB)I

√
TB
√

V 2−1Z√
TB
√

V 2−1Z V I

)
, (2)

where εA and εB are the excess noise that is independent of
channel.

The received modes A′ and B′ are swapped via a Bell’s
measurement at the Charlie. Charlie combines the two re-
ceived modes A′ and B′ with a beam splitter, the output modes
of the beam splitter are C and D. Then the new quadratures

x̂C = (1/
√

2)(x̂A′− x̂B′) and p̂D = (1/
√

2)(p̂A′+ p̂B′) are mea-
sured by two homodyne detectors, providing the classical out-
come (xC, pD) with probability p(xC, pD). The swapping pro-
cess continues. Charlie transmits the Bell’s measurements
through a classical public channel to Alice and Bob. After
receiving the Bell’s measurements of Charlie, Bob displaces
mode B1 with B′1 by operation D(β ). Then Bob measures
mode B′1 by using the homodyne detection, which randomly
detects the x quadrature or p quadrature. Alice also measures
mode A1 to obtgain the final data. The covariance matrix of
the conditional state ρA1B′1

shared between Alice and Bob is
as follows:[19,20]

γA1B′1
=

(
V I 0
0 V I

)

−(V 2−1)


TA

θ
I −

√
TATB

θ
Z

−
√

TATB

θ
Z

TB

θ
I

 , (3)

where θ = (V −1)(TA +TB)+(εA + εB)+2.
Once Alice and Bob have collected a sufficiently large

amount of correlated data, they begin to perform a parameter
estimation. Then Alice and Bob proceed with classical data
post processing, information reconciliation and privacy ampli-
fication to distill a secret key.

The secret key rate K is given as[27]

K = β IAB−χBE, (4)
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where β is the reconciliation efficiency, IAB is the Shannon
mutual information of Alice and Bob, and χBE is the Holevo
quantity, which can be expressed as[27]

χBE = S(ρE)−S(ρE|B), (5)

where S(ρE) is the von Neumann entropy that Eve obtained,
S(ρE|B) is the Eve’s state conditional on Bob’s measurement
result.

Then, we should calculate IAB and χBE in order to obtain
the secret key rate. We can write γA1B′1

as

γA1B′1
=

 (V − (V 2−1)TA

θ
)I

(V 2−1)(
√

TATB)

θ
Z

(V 2−1)(
√

TATB)

θ
Z
(

V − (V 2−1)TB

θ

)
I

 . (6)

Then, γA1B′1
has the following form:

γA1B′1
=

(
AI CZ
CZ BI

)
. (7)

Mutual information between Alice and Bob can be obtained
by covariance matrix[19]

IAB =
1
2

log2
A

A−C2/B
. (8)

χBE can be shown as

χBE =
2

∑
i=1

G(λi)−G(λ3), (9)

where

G(x) =
(

x+1
2

)
log2

(
x+1

2

)
− x−1

2
log2

(
x−1

2

)
,

and λ1, λ2 are the symplectic eigenvalues of covariance matrix
γA1B′1

λ
2
1,2 = ∆ ±

√
∆ 2−4det(γA1B′1

)/2,

with ∆ = A2 +B2−2C2, λ 2
3 = A(A−C2/B).[19]
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Fig. 2. Beam deflection, where circle with radius a is receiving plane, circle
with radius W is receiving beam and r is distance of wandering.

The fluctuating atmospheric channel will cause a corre-
sponding effect on the transmittance. The affected channel
transmittance can be represented by T1 with a probability den-
sity distribution of P(T1). In this paper, we first consider the
beam deflection and distortion caused by atmospheric effect.
The deviation of beam center from the receiver center is shown
in Fig. 2, where a is the radius of receiver, W is the radius of
beam, and r is the distance of wandering.

When the beam reaches the receiving plane, the cen-
ter of the beam does not coincide with the center of the re-
ceiver, which results in deflection. Assuming that the beam
fluctuates in the central plane of the receiver aperture. The
probability density distribution can be expressed by Weibull
distribution[26]

P(T1) =
2R2

σ2QT1

(
2ln

T0

T1

)2/Q−1

× exp
(
− 1

2σ2 R2
(

2ln
T0

T1

)2/Q)
, (10)

where σ2 is variance of wandering. The incomplete Weber
integral is used in the transmission efficiency of beam[28]

T 2
1 =

2
πW 2 e−2r2/W 2

∫ a

0
dρρ e−2ρ2/W 2

I0

(
4

W 2 rρ

)
, (11)

where is the modified Bessel function. Incomplete Weber in-
tegral is defined as[28]

Qn(x,z) = (2x)−n−1 ex
∫ z

0
dttn+1 exp

(
− t2

4x

)
In(t). (12)

According to this definition, the transmission efficiency can be
shown as[26]

T 2
1 = T 2

0 exp

[
−
(

r
R

)Q
]
, (13)

where T0 is the maximum transmission efficiency for a given
beam radius W , which can be expressed as[26]

T 2
0 = 1− exp

(
−2

a2

W 2

)
. (14)

We can use the same consideration to obtain the scale param-
eter R and shape parameter Q as follows:[26]

R = a
[

ln
(

2T 2
0

1− exp(−4a2/W 2) I0 (4a2/W 2)

)]−1/Q

, (15)

Q = 8
a2

W 2

exp
(
−4a2/W 2

)
I1
(
4a2/W 2

)
1− exp(−4a2/W 2) I0 (4a2/W 2)

×
[

ln
(

2T 2
0

1− exp(−4a2/W 2)I0(4a2/W 2)

)]−1

. (16)

Once the receiver is deployed, the size of the receiver aperture
is determined. Therefore, the receiver aperture is considered
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as an immutable value. In this paper, we set a = 110 mm sim-
ply. Figure 3 shows the relationship between the deflection
distance and transmittance. The values of beam radius W are
0.2a, a, and 2a, respectively. It can be seen from Fig. 3 that
(i) the larger the beam radius of the receiver, the smaller the
transmittance is, (ii) with the increase of deflection distance,
the transmittance decreases rapidly, (iii) The smaller the ra-
dius of the beam, the shorter the allowed deflection distance is
and the faster the transmittance reaches 0.
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Fig. 3. Plots of transmittance versus beam wandering distance. Values of
beam radius W are 0.2a, a, and 2a, respectively.

3. Effect of rain on atmospheric CV-MDI-QKD
Raining happens randomly in time and space, which is

animportant factor of weather leading to a future intricate op-
eration environment. The analysis of the influence of rain on
atmospheric CV-MDI-QKD is the basis to ensure the normal
operation of the protocol under raining conditions, which also
provides the support for the transmission and occupation of
future battlefield information.

The beam distortion and deflection caused by rain are ex-
ceedingly minor. The effect of rain on atmospheric CV-MDI-
QKD behaves mainly in the beam energy’s attenuation caused
by the raindrops induced absorption and scattering. We re-
gard this kind of attenuation as rain extinction. In accordance
with the empirical formula, the extinction, rainfall intensity
and transmission distance are related to each other by[29]

χext = exp(−210I0.74
rain L). (17)

The size of raindrop is closely related to the intensity of rain-
fall. The rainfall per unit time is called rainfall intensity. Ac-
cording to raindrop sizes’ distribution of Laws–Parsons, the
expression of rainfall intensity can be obtained as follows:[30]

Irain =
6πN(D)D3V (D)

104m(D)
, (18)

where D is the diameter of raindrop, N(D) is the number of
raindrops N(D) = 105, V (D) is the terminal velocity of rain-
drop, in this paper, we set it to be 9 m/s, and m(D) is the per-
centage of volume m(D) = 1.

Figure 4 illustrates the relationship between raindrop di-
ameter and extinction coefficient. As can be seen from the fig-
ure χext ∈ [0,1], the extinction coefficient decreases with the
increase of raindrop diameter.
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Fig. 4. Relation between extinction coefficient and raindrop diameter.

In practical scene, the diameter of raindrop is positively
correlated with rainfall intensity. However, real-time mon-
itoring of rainfall intensity is easier than real-time monitor-
ing of raindrop diameter. Therefore, the extinction coefficient
caused by rain can be evaluated by combining rainfall inten-
sity and raindrop diameter, and then the performance of CV-
MDI-QKD in rainy weather can be described. Combining the
atmospheric CV-MDI-QKD beam deflection model given in
the above Section and considering the effect of rainfall on at-
mospheric CV-MDI-QKD, we can write the transmittance as
follows:

Train = χextT1P(T1). (19)

The panel in Fig. 5 shows the relationship between the secret
key rate and the deflection distance. Meanwhile, the diameter
of raindrop under rainfall condition is given. The deflection
variances are set to be σ2 = 2.9a, σ2 = 14a, and σ2 = 64a
respectively. It is clear from the graph that in the increase
of deflection distance, the secret key rate dwindles gradually.
Moreover, the larger the diameter of raindrop, the smaller the
secret key rate is. The secret key rate varies with the vari-
ance of beam deflection. As shown in the figure, the larger
the variance, the smaller the secret key rate is. That is because
the fluctuation of beam becomes violent with the increase of
variance.
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Fig. 5. Relation among secret key rate, deflection distance and raindrop
diameter under raininjg condition. The deflection variances are chosen as
σ2 = 2.9a, σ2 = 14a, and σ2 = 64a, randomly.
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In addition, the distance of transmission is important for
the performance of atmospheric CV-MDI-QKD, therefore, we
simulate the relationship between the raindrop diameter and
secret key rate. Figure 6 gives the simulation results. It is
obvious that the secret key rate decreases with transmission
distance increasing. What is more, as the raindrop radius in-
creases, the key rate decreases. When the raindrop diameter
increases to D = 3 mm, the secret key rate drops sharply.
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Fig. 6. Plots of secret key rateversus distance under different rain diameters,
where D = 5 µm, D = 50 µm, D = 1 mm, D = 3 mm.

4. Effects of fog on atmospheric CV-MDI-QKD
Fog is composed of a large number of small droplets sus-

pending in the air. Water droplets floating in the air make
the visible distance shorter. When the visible distance is less
than 1 km, it is called fog.[31,32] When conducting quantum
communication is carried out in foggy weather, the fog can
greatly attenuate the beam, which eventually degrades the per-
formance of the protocol, and even causes communication to
interrupt in severe cases. The influence of fog droplets on light
is mainly reflected in extinction effect, that is, absorption and
scattering of light. Extinction effect is primarily related to fog
radius and visibility. In this section, the effects of fog on CV-
MDI-QKD are analyzed by utilizing the characteristics of fog
and Mie scattering theory.

When the particle size is much smaller than the wave-
length, the beam scattering can be analyzed by Rayleigh scat-
tering. Usually, the scattering of visible light by atmospheric
molecules is known as Rayleigh scattering. When the size
of the particle is approximate to the wavelength, the problem
of scattering can be treated with Mie scattering theory. Mie
scattering theory is established by Mie when studying scatter-
ing of metal particles. The theory of Mie scattering is based
on the electromagnetic properties of light, in which Maxwell
equations is used to present the effects of particles on light
scattering.[24,25] Next we will brief the Mie scattering theory
on fog.

The case of an isotropic homogeneous spherical parti-
cle is considered. The electric field components of the in-
cident wave in the vertical and parallel scattering planes are
connected with the corresponding components of the incident

beam via the scattering matrix,[21] and described below.[
ES

V
ES

H

]
=

exp(ikr)
−ikr

[
S1 S3
S4 S2

][
E i

V
E i

H

]
, (20)

where k = 2π/λ , with λ being the incident wave length and
λ = 550 nm in this paper,and Si is the scattering matrix whose
value is determined by the particle shape, scale and refractive
index. Due to the symmetry of spherical particles, S3 = 0 and
S4 = 0. After a complex solution S1 and S2 are expressed as
follows:[21]

S1 =
∞

∑
n=1

2n+1
n(n+1)

[anπn +bnτn],

S2 =
∞

∑
n=1

2n+1
n(n+1)

[bnπn +anτn], (21)

where πn and τn is the coefficients of Scattering angel,
with πn = P(1)

n (cosθ)/sinθ = dPn(cosθ)/d(cosθ) and τn =

dP(1)
n (cosθ)/d(cosθ),with P(1)

n (X) being the first kind of
Legendre function; an and bn are the coefficients of the Mie
scattering:

an =
ψn(x)ψ ′n(y)−mψ ′n(x)ψn(y)
ξn(x)ψ ′n(y)−mξ ′n(x)ψn(y)

,

bn =
mψn(x)ψ ′n(y)−ψ ′n(x)ψn(y)
mξn(x)ψ ′n(y)−ξ ′n(x)ψn(y)

, (22)

where ψn(X)=
√

πX/2 Jn+1/2(X), ξn(X)=
√

πX/2Hn+1/2(X),
Jn+1/2(X) and Hn+1/2(X) are the first kind of semi-integral or-
der Bessel function and Hankel function of the second kind
of semi-integral order respectively; ψ ′n(X) and ξ ′n(X) are the
derivatives of ψn(X) and ξn(X) respectively; m is the refrac-
tive index of fog droplet and m = 1.33+ i0.003.

The extinction efficiency factor caused by fog droplet is
as follows:[21]

Qext =
λ 2

2π

∞

∑
n=1

(2n+1)ℜ(an +bn). (23)

The extinction coefficient of fog can be obtained from Mie
scattering theory and expressed as

βext = πr2
fogQextNfog, (24)

where rfog is the radius of fog droplet, Nfog is the distribution
Function of fog droplet[33,34] and given as

Nfog = cr2
fog exp(−drfog), (25)

with c = 9.781
v6

fogW 5
fog

1015 and d = 1.304
vfogWfog

104 are the parameters to

determine the fog droplet spectrum shape, vfog = 100 m and
Wfog = 0.0156v−1.43

fog being visibility and moisture content of
fog, respectively.

For atmospheric CV-MDI-QKD, beam extinction means
that the transmittance decreases with the increase of extinc-
tion coefficient and transmission distance. The transmittance
can be expressed as[6]

Tfog = e−βextL. (26)
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Figure 7 shows the relationship between droplet radius and
transmittance under Mie scattering theory where the distance
of transmission is 10 km. As can be seen from the figure, the
larger the droplet radius, the smaller the transmittance will be.
Besides, when the radius of droplet approaches to 8, it quickly
drops to 0. As the radius of fog drop increases, the concentra-
tion of fog increases gradually, which will lead to more serious
extinction effect of beam.
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Fig. 7. Relation between droplet radius and transmittance under Mie scat-
tering theory.

Combining the extinction effect of fog droplets with the
atmospheric CV-MDI-QKD model, the influence of fog on
atmospheric CV-MDI-QKD can be considered comprehen-
sively. Figure 8 shows the relationship between secret key rate
and distance. We can find that the distance of transmission has
a negative effect on key rate. Like the attenuation effect of
raindrops, when the radius of fog drop increases, the key rate
decreases. When the droplet radius is relatively large, the se-
cret key rate decreases sharply as the distance of transmission
increases.
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Fig. 8. Plots of secret key rate versus distance under diverse radius, where
the radius are 2 µm, 4 µm, 5 µm, and 8 µm, respectively.

The relation among secret key rate, deflection distance
and droplet radius in foggy environment is obtained in Fig. 9.
It can be seen from the figure that the secret key rate decreases
with the increase of droplet radius and deflection distance.
Moreover, the secret key rate varies with the deflection vari-
ance: the smaller the deflection variance, the larger the secret
key rate is. As a common weather phenomenon, the emer-
gence of fog even determines whether communication can be

established. In the specific battlefield environment, it is nec-
essary to consider fog when trying to build a secret key trans-
mission platform. The relationship between droplet radius and
protocol performance is used to evaluate the security and fea-
sibility of the protocol, which lays a foundation for studying
the influence of similar weather on CV-MDI-QKD.
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Fig. 9. Relation among secret key rate, deflection distance, and droplet
radius in foggy environment, where the variance of deflection is σ2 =
2.9a, σ2 = 8a, and σ2 = 30a, respectively.

5. Conclusions and perspectives
The weather condition is one of the important factors af-

fecting atmospheric QKD in practical application, which can-
not be neglected due to the attenuation effect on transmission
of beam. In this paper, the variation of atmospheric CV-MDI-
QKD performance in rainy weather and foggy weather are
analyzed. Under rainy condition, we simulate the effects of
CV-MDI-QKD on atmospheric CV-MDI-QKD based on rain-
fall characteristics and beam deflection model. The numerical
simulation shows that with the increase of deflection distance,
the secret key rate decreases gradually, and the larger the di-
ameter of raindrops, the smaller the secret key rate is. Un-
der diverse deflection variances of beam, the secret key rate
varies. Besides, when the variance is larger, the secret key rate
is smaller. In foggy environment, combined with the charac-
teristics of fog and based of Mie scattering theory and atmo-
spheric CV-MDI-QKD model, the influence of fog on atmo-
spheric CV-MDI-QKD is analyzed. In general, fog exerts a
negative influence on communication. The numerical simula-
tion results demonstrate that the secret key rate decreases with
the increase of droplet radius and deflection distance, and the
secret key rate varies with deflection variance: the smaller the
deflection variance, the larger the key rate is. In addition, as
the distance of transmission increases, the secret key rate drops
sharply, especially when the raindrop or fog droplet is large.
Our work can provide support and help for the successful es-
tablishment of key in future actual field environment, which is
urgently needed for secure communication.
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