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Abstract. The well-elaborated models of information security threats (IST) allow for the
optimal development of a protection plan. This plan will be based on current threats and will
consider effective countermeasures that increase the level of information security (IS). The
threat model is described using different automation methodologies of this process. It is also
possible to visualize the structure of complex objects and processes them from the required
angle and with sufficient granularity. Constructing various threat implementations as trees or
attack graphs (AG) is one of the relevant directions in assessing the level of IS. The creation of
a software application for automation and formalization of assessing the information security
process of 1S assets, and the localization of bottlenecks in the IS protection, is dealt with in the
article. A distinctive feature of the application is the use of the Federal Service for Technology
and Export Control of Russia (FSTEC of Russia) threat data bank for modeling the attack tree.
The developed software application allows you to reduce time, simplify the process of
assessing the security of an IS, and also visualizes the threat modeling process. The scope of
the developed software product may be small and medium-sized businesses, as well as state-
owned enterprises.
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1. Introduction

There are a huge number of potential threats to the enterprise or organization. As a result of this, the
procedure for their determination and automation of the threat modeling process becomes quite
complicated. Threat modeling methodologies are complex, especially for medium-sized and small
organizations, which may not have enough resources for the knowledge of methods and to conduct
lengthy calculations [1]. The simplification of methods is a potential endangerment in information
systems protection. In the current climate, this can lead to data loss and financial loss [2, 3].
Automation of the threat modeling process solves this problem. [4]. Threat modeling tools are a means
of automating typical actions. If the specialist receives an adequate, expected result according to the
methodology, then using automation tools will result in a faster and easier process. The solutions
available on the market can either be applied only during the software development process, are
internal solutions, or target specific areas. A universal solution that meets the requirements of our
methods does not yet exist [5, 6].

2. Formulation of the problem

The result of the threat modeling process is a document - a threat model. It contains a list of important
(relevant) threats to information security for the protected object. The threat model can be presented
both in the form of a list, and a tree (graph), a mind map, or some other convenient form of recording.
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The risk value is given by the formula:

R = (Rc*Pt)/V @
when R = risk value;
Rc = resource cost;
Pt =probability of threat;
V =vulnerability value.

The task of risk management is to select a reasonable set of countermeasures to reduce risk levels
to an acceptable value. The cost of implementing countermeasures should be less than the amount of
possible damage. The difference between the cost of implementing countermeasures and the amount
of possible damage should be inversely proportional to the probability of damage. When modeling
threats, specialists need to know the description of the protected object and the threat. A list of actual
identified threats for each identifiable asset or group of assets is implemented after the analysis of
these threats. A list of current threats is based on graph theory.

3. Theoretical foundation

An attack graph is a visual aid used to document the known security risks of a particular structure; in
short, it captures the paths attackers could use to reach their goals. The graph’s purpose is to document
the risks known at the time the system is designed, which helps information architects and analysts
understand the system and find good trade-offs that mitigate these risks. Once the risks are identified
and understood in this way, the design can be refined repeatedly until the risk becomes acceptable.

The attack graph is very often used to analyze potential problems in the functioning of developed
software and to find ways to solve these problems. The use of attack graphs makes it possible to
simplify the task of analysts in identifying problems of safety and security. Attack trees are highly
visible and allow one to structure all kinds of possible problems for each of the assets [6]. An attack
tree is built for each asset. It lists all possible attack paths for this asset. An asset's security property,
confidentiality, integrity, availability, authenticity, etc., is put at the head of the tree. The paths, and if
possible, the means of compromise are listed in the attack tree itself. Attack trees are also convenient
for identifying the most dangerous threats, mandatory exclusion options, and developing
countermeasures. All types of attacks must be addressed with a countermeasure (in Figure 1
countermeasures marked as C1 ... C4). Some countermeasures may close several options at once (for
example, for the sub-goal G4 - countermeasure C2). For some options, you may need several
countermeasures at once (for the sub-goal G5 - countermeasure C2 and C3). The dashed line indicates
in Figure 1 that nodes G4 and G5 are unlikely in the event of an attack.
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Figure 1. The attack tree with countermeasures for all attack possibilities.

An attack tree is created by describing all possible actions of an attacker. Usually, the initial
configuration of IS, the level of the hacker, and his financing are taken into account. Based on this
data, a security analysis for IS is made (identification of “bottlenecks”), and recommendations for
eliminating the detected vulnerabilities are provided, taking into account their level of criticality. All
objects of the attack graph could be split into groups of vulnerability of the assets, and threats. Assets
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are set with the graph node. All possible sequences of hacker actions are represented by arcs of the

graph nodes.

Imagine an information security system in the form of a directed graph ¢ = (T, C).

The values in Figure 2 represented:
w, = number of threats ¢;;

pe; =probability of threat t;;
dti = destruction coefficient;

0O, < O=set of assets or resources the threat is directed at ¢t;, O — assets set;
s¢; = the cost of funds to prevent and protect against threat ¢;.

Figure 2. Thé_é_tiack graph.

In this work, the database “Threats to the Information Security System” was designed (Figure 3).
The “Assets” database object was created for the automation with a formalized list of IS assets. Assets
are selected from a linked list in the process of creating a threat model. The attack tree is filled by
related representations of vulnerabilities and threats corresponding to this asset in the database.
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Figure 3. DB structure.

The database structure was formed using regulatory documents.
4. Results of the application development for automatizing a threat model
The assets, vulnerabilities, threats and countermeasures data bank is implemented in C # using the
SQLite3 database. (Figure 4). Vulnerabilities and threats are generated from the FSTEC data bank

(Figures 5, 6).
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Figure 5. Vulnerability update in accordance with the FSTEC data bank.
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Figure 6. Updating threats in accordance with the FSTEC data bank.

The database structure allows for each asset to associate vulnerabilities and threats. It allows one to
effectively find detailed information about the asset. For the convenience of updating the data bank by
the user, additional functions were implemented, such as viewing auxiliary tables, filling out a
description, and selecting template values (Figure 7).
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Figure 7. Adding a description for the vulnerability.
When the “Threat Modeling” module is launched, a list of assets with full information from the
data bank is displayed. The user must select an asset that is listed on a separate list. After selecting an
asset, a formalized list of assets is displayed: vulnerabilities and threats (Figure 8).
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Figure 8. The module "Threat modeling".
To visualize the graph, a digraph is built for the selected asset and the associated vulnerabilities and

threats (Figure 9).
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Figure 9. Graph Visualization for the selected asset.

The developed model is based on a model of threats and vulnerabilities. To analyze the risks of
information, all threats that affect IP should be evaluated. An analysis of the vulnerabilities through
which threats will be implemented is also required. Designing a model of threats and vulnerabilities
relevant to the company's IP is carried out in accordance with the entered data. The resulting model
will be analyzed for the probability of threats to each resource. Depending on the results of the
analysis, risks will be assessed. The program sorts threats by vulnerabilities and in the first stage the
threat level is calculated by vulnerability. The program then calculates the threat level for all
vulnerabilities using the sorted data. The final step is to calculate the overall level of threats to the
asset. After finding all of the values, the program visualizes the graph and presents a text form of the
attack scenario (Figure 10).
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Figure 10. Finding the shortest way.

6. Conclusions

The visualization available in the application allows the user to see the construction of an attack on IP.
This will greatly facilitate the development of the IP structure in a secure manner. The algorithm used,
based on fuzzy logic, allows you to analyze information flows, as well as find the most critical threats
and vulnerabilities of IP. The data bank is extensible, which allows the user to compile his formalized
list of current threats and vulnerabilities for his enterprise. The database structure is designed on the
basis of the FSTEC threat data bank. Therefore, the data stored in the application is relevant for the
basic threat model. The “Threat Modeling” module provides information on the asset and related
vulnerabilities and threats, which allows you to learn in detail about the relevance of the asset. For
each asset, a list of graphs is created with subsequent visualization and calculation. As a result, the
developed application has its own database which implements a visualization of the construction of an
attack graph. In turn, this allows the user to conveniently receive the most complete, adequate, and
comprehensive information about IS.
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