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Abstract. Biometric access control system is presently one of the innovative Information
Security (IS) technologies. The article shows a possibility to use this technology to control
logical access as well as the technologies provided to administrator-users of Information
Systems (IS). A method to compare biometric data of users who have administrator rights is
proposed. Individuals' unique voice parameters and Artificial Neural Networks (ANN) lay
behind this method. The paper considers the specific ANN learning issues to solve the
challenge over storing biometric patterns of users and authenticating them by values of the
fourth formant characteristics as regard to the selected vowel phonemes as well as by
additional voice qualities. The first and second type recognition errors are estimated. The
architecture of the user authentication and authorization system that implements the method to
monitor administrator-users of information systems has been designed.

1. Introduction

Authentication through user voice recognition is one of the most promising methods of biometric
identity verification [1, 2]. It is implemented by reading qualities of a human voice recorded using a
microphone. These qualities should be unique for each authenticated user, and a Biometric
Authentication System (BAS) should contain a set of biometric data samples of legal users. For the
voice authentication, no expensive equipment is required. It is a highly efficient and easy to use
method, which does not cause discomfort, unlike, for example, iris recognition [3-5].

The proposed BAS operates is based on the method of authentication through user voice
recognition, when user-pronounced sounds taken as biometric data are converted into specific
numerical values to be extracted from the sound spectrograms using a developed algorithm and
software. The obtained numerical values are fed into the Artificial Neural Network (ANN) through
certain inputs, provided that the ANN was pre-configured to identify a particular user, whose
biometric data were entered, or to identify an illegal user. Today the problems of Neural Netoworks
implementation are extensively studied. Many papers have been published in the scientific literature,
for example [6-9].

The article presents a system for authentication/authorization of users who have administrator
rights. The method of hardened authentication and authority delegation that allows excluding the
superuser by creating such single roles as network administrator, security administrator, virtual
infrastructure administrator, administrator of ICS (Industrial Control System), is proposed in the
paper.

The proposed variant of the ANN allows comparing the entered biometric data with the reference
values belonging to four legitimate persons that are eligible for access to the server or host using the
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rights assigned for each of them. Thus, the ANN is a specific database of the user biometrics, and it is
configured to recognize such users. The numerical values corresponding to the biometric characteristic
of a user are the analogue of the user password, which, however, is inseparable from the person to be
authenticated.

This paper focuses on the development of the BAS based on the neural database of biometric
patterns and such BAS should be able to prevent unauthorized access attempted both by any of
legitimate users (including those who are not administrators) and an “alien”.

2. Formulation of the problem

The objectives of this study are the creation of a biometric-pattern neural-database (BP-NDB) to
harden the authentication and authorization of users who have the administrator’s right as well as the
design of the BAS. Attacks on authentication and authorization systems can come from both internal
users and users who are external to the information system [10]. It is critically important for the
authentication and authorization system to have the capability to prevent all attempts made by an
“alien” to pass under the identifier belonging to one of the legitimate administrator users. Therefore,
the paper analyses whether there is a capability to detect attempts taken by an “alien” to intrude the
system that authenticates users who have administrator privileges.

3. Description of the subject of research
The characteristics of the fourth formant and frequency of a strong formant of a vowel produced by a
user are responsible for creation of the biometric pattern of this person.
The following terms and definitions are used in the paper:
e A formant is a concentration of acoustic energy around a particular frequency domain [11,
12];
o The fourth vowel formant is the fourth burst of energy in a particular frequency domain,
which is recorded on the spectrogram of the vowel;

e Frequency f, . corresponds to the maximum amplitude of the energy burst in the fourth

frequency domain on the spectrogram;

e Frequency f,  determines the origin of the fourth particular frequency domain on the
spectrogram,;

e Frequency f,, determines the end of the fourth particular frequency domain on the
spectrogram,;

e f, is a frequency of a strong formant corresponding to the peak spike amplitude of any

formant recorded on the spectrogram.

The article [13] proves the feasibility of using the frequency of the fourth vowel formant to
authenticate users. Further experiments have revealed that the characteristics of the fourth formant
used as components of an individual's voice pattern also shows high effect. It is advisable to use
several formant characteristics as a speech parameter to increase the trustworthiness of recognition.
The effectiveness of the characteristics of the fourth formant used in combination with such a
biometric parameter as the frequency of the strong vowel formant has been confirmed experimentally.

Since the sound spectrograms of three Russian vowels "A", "O" and "E" have strongly-pronounced
ranges of high intensity in the fourth particular frequency domain [14], then the characteristics of the
fourth formant as well as the frequency of the strong formant of these sounds will be used for user
authentication and authorization in the BAS.

Two software modules developed by the authors of this article differentiate the characteristics of
the fourth vowel formant [15]. The first module is designed to obtain a spectrogram of a vowel
pronounced by a user as the phonemes selected for the experiment. The second module implements
the algorithm that extracts the characteristics of the fourth vowel formant.



EDCS 2019 IOP Publishing
Journal of Physics: Conference Series 1488 (2020) 012025  doi:10.1088/1742-6596/1488/1/012025

The module for selecting the frequency of the strong formant ( f,) has not implemented by the authors,

it has still being designed. Therefore, the frequency of the strong formant was allocated through the
Bard software in a semi-automatic mode [16].

To conduct research, four people were invited as legal administrator-users (3 men and 1 woman)
and 6 participants who played the role of so-called “aliens”: 3 people were involved in configuring the
ANN based on their biometric patterns and 3 people participated in testing.

The whole ANN design process consists of the following steps: select input and output ANN
variables, select an ANN architecture, design a learning sample, receive and process learn and test
results.

Vector X is used as input variables. It includes the following metrics: number of user x; who
presented their identifier, 12 inputs (X,,...,X,) for user-submitted biometric data that were pre-

processed to differentiate the characteristics of the fourth formant and the strong formant frequencies.
Values of characteristic X,,...,X,, were obtained after processing the spectrograms of sounds
pronounced by a user in accordance with 3 selected vowel phonemes. Vector Y with dimension equal
to four in terms of the administrator number was considered output variables of the ANN.

The network architecture described in the paper as a two-layer feedforward perceptron allows
solving the set tasks in full. The number of neurons in the inner layer was selected taking into account
the size of the learning sample, and the number of inputs and outputs [17]:

*n
Nz[Q :|,where

m+n

N is a number of neurons in the hidden layer;
m is a number of inputs equal to 13;

n is a number of outputs equal to 4;

Q is a size of a learning sample;

[ ]1s rounding to the nearest integer.

4. Achieved results of research

As a part of this research, the ANN was created based on the characteristics of the fourth formant and
frequencies of strong formants of vowels “A”, “O” and “E”. The network was set to recognize an
“alien”. Figure 1 shows its architecture.

Input neuron 1 is a user identifier (from 1 to 4); input neurons 2-4 are values of characteristics of
the fourth formant for vowel "A"; input neurons 5-7 are values of characteristics of the fourth formant
for vowel "O"; input neurons 8-10 are values of characteristics of the fourth formant for vowel “E”,
input neuron 11 is a frequency of the strong formant for vowel “A”; input neuron 12 is a frequency of
the strong formant for vowel "O"; input neuron 13 is a frequency of the strong formant for vowel "E".
Output neurons Ul, U2, U3 and U4 are data of users 1-4. An active output neuron shows biometric
data of a specific user that were fed to the input of the neural network. The active output neuron is
defined with a value greater than the threshold at its output. If biometric characteristics corresponding
to the first user’s identifier are fed to the ANN inputs, the output neuron U1 will be active, and so on.
If biometric characteristics corresponding to the fourth user’s identifier are applied to the ANN inputs,
then the output neuron U4 will be active.
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Figure 1. ANN architecture based on the characteristics of the fourth
formant and frequencies of strong formants of vowels “A”, “O” and
“E”

The learning sample contains 280 rows (learning examples). It includes four sets of rows (one set per
person). In addition, each set consists of 3 parts: data intended for learning the ANN to recognize a
legal user who provided their identifier; data intended for learning how to detect unauthorized actions
taken by administrators in order to bypass authentication using an identifier of another administrator
for the purpose of obtaining the privileges; data intended for learning how to detect attempts taken by
an “alien” to bypass authentication using an identifier of any of the administrators.

The ANN was created and trained using the Matlab R2015b software. The developed ANN was
trained, tested or verified based on 280 examples. The network was configured in 21th era. The value
of the best root-mean-square network error was 0.0027267.

The 1st and 2nd type errors were calculated using the nntool GUI of the Matlab R2015b software.

The average value of the 1st type errors was 7.50%, since a legal user successfully passed the
authentication procedure in 92.50% of cases (Table 1).

The average value of the 2nd type errors calculated when detecting the attempts taken by a legal
admin user to bypass authentication by use of their colleague login was 5.83% (Table 1).

The average value of the 2nd type errors calculated when detecting attempts taken by an “alien” to
bypass authentication by use of a login of another administrator was 1.67% (Table 1). This is the best
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result compared with the corresponding results obtained by other researchers in their study dedicated
to authentication based on various speech parameters and methods [3, 18, 19].

Table 1. Results of computing errors of the 1st type and 2nd type

Pass rates of legal admin users in percent

User No. 1 2 3 4 Average value

Total 90% 100% 80% 100% 92.50%

The results of the 2nd type errors calculated when the admin user
attempts to bypass authentication under another admin user login

User No. 1 2 3 4 Average value

Total 10% 13.33% 0.00% 0.00%  5.83%

The results of the 2nd type errors calculated when the “alien” attempts to
bypass authentication under another admin user login

“Alien” No. 1 2 3 Average value:

Total 0% 5% 0% 1.67%

The total average value of the 2™ type errors was 3.75%, which is significantly less than the result
given in [3, 18, 19].

Figure 2 shows the developed system for authentication and authorization based on the characteristics
of the fourth formant and the frequency of the strong vowel formant.
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Figure 2. The architecture of the authentication and authorization system based on the
characteristics of the fourth formant and the frequency of the strong vowel formant

The operation algorithm of the proposed authentication and authorization system is as follows:

A user alternately pronouns vowels “A”, “O”, and “E”.

1 converts these sounds into digital signals.

2 processes digital signals and creates their spectrograms.
The spectrograms are fed into 3 and 4.

The processed biometric data arrives at 5.

The user identifier is converted to the appropriate number (from 1 to 4). The user login is also
fed into 5.

The corresponding output UsrUs) shows the probability that the biometric data belongs to
the particular user whose login is entered.

The numerical probability values are fed into the 6.

The authentication of a user who presented an identifier and biometric data will be finished
unsuccessfully if ANN’s output, corresponding to the presented identifier, shows a value
below the set threshold. 6 will consider this value equal to zero.

If a value obtained at any ANN output is above the set threshold, then 6 assigns a digit (from 1
to 4) equal to the number of the active ANN output.

The value (from 1 to 4) equal to the number of the active ANN output is fed from 6 output to
one of the inputs of 7. The second input receives the login number corresponding to the
entered identifier (from 1 to 4). The difference between the two inputs is calculated. If these
numbers are equal, then 7 output will be 0. Biometric image of the user coincides with his ID.
The value (from 1 to 4) equal to the number of the active ANN output is fed from 6 output to
one of the inputs of 7. The second input receives the login number corresponding to the
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entered identifier (from 1 to 4). The difference between the two inputs is calculated. If these
numbers are equal, then 7 output will be 0.

e The calculation results are fed from 7 to 8.

e If the input of 8 receives the resulting value 0 from 7, then the administrator rights will be
assigned in accordance with the access control policy.

e [fthe input of 8 receives a value from -3 to -1 range or a value from 1 to 3 range from the 7,
then the corresponding administrator access will be denied.

5. Conclusion

Many researches in the information security field focus on the authentication through user voice
recognition and identification of an “alien”. The Artificial Neural Network (ANN) based on the fourth
formant characteristics and frequencies of strong formants of vowels “A”, “O” u “E” is considered a
one of the effective solutions of this task. The average values of the 1st and 2nd type errors obtained
during operation testing of the developed ANN show the high result of the concept and the possibility
to continue research in this focus area. It is planned to further improve the recognition accuracy of
“aliens” without increasing the 1%t and 2" type errors in identification of attempts taken by each of the
administrators to access the information system under a login of another colleague. Conduction of
studies to identify “aliens” in another group of users, whose spectrograms are similar to each other
with an even greater percentage, is also outlined.
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