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Abstract
In this paper, two new efficient multiparty quantum direct secret sharing schemes are proposed via a
six-particle GHZ state and Bell measurements. In the first scheme, based on the theory of security
cryptanalysis, the secret message of the sender is directly encoded into the transmitted particles, and all
the agents can obtain their information by performing bell measurement on the received particles, and
then cooperate to recover the information of the sender. In the second scheme, we define a new secret
shared coding method by performing local unitary operations on the transmitted particles, then agents
perform Bell measurements on their own particles respectively, and feedback the measurement to the
dealer. If the agent’s results are matched with the previous coding method, the protocol will work out.
In addition, the proposed two schemes have the following common advantages: the sender can send

all prepared particles to the receiver, and can send an arbitrary key to the receiver, rather than a
random secret key; the proposed schemes do not need to insert any detection sets to detect
eavesdropping and can resist both existing attacks and spoofing attacks by dishonest agents. The
sender need not to retain any photons, so the sender’s quantum memory could be omitted here.

Keywords: quantum direct secret sharing, Bell measurement, security cryptanalysis, local unitary

operation

1. Introduction

Quantum secret sharing (QSS) is one of the most valuable
significant resources in quantum cryptography, which is also
considered as an extension for classical message sharing
[1-9] presented independently by Sharmir [10] and Blakley
[11] in 1979. Then the QSS attracts much attention and
develops faster around the world. In 1999, Hillery et al [1]
firstly utilized the three-photon and four-photon entangled
GHZ state to share the private message, which was general-
ized to the arbitrary multiparty by Xiao et al [3], and the other
QSS scheme using a two-particle polarization entangled state
was presented by Karlsson et al [4] subsequently. Up to now,
much of the research of QSS studied in the quantum cryp-
tographic conference, quantum communication and quantum
networks [12—16] have been reported.

The multiparty QSS protocol based on quantum entangle-
ment swapping and the identification of Bell states was proposed
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by Zhang et al [17] in 2005, where two qubits are generated by
each party. As for Dehkordi ef al [18] and Shi ef al [19]’s scheme
in 2010, (n + 1) bell pairs are prepared by the dealer as quantum
resources, meanwhile the remaining agents can get the secret’s
shadow by performing Bell measurements without generating
other entangled states or performing the operation of local uni-
tary. Recently, Song er al [20] presented a more practical scheme
in quantum secret sharing, which the designed classical message
can be shared only with the Bell state and Bell measurement.
However, Liu et al [21] pointed out that two dishonest agents or
an outside attacker may utilize the protocol’s flaw to eavesdrop
the secret fully. Thus, some constraints exist in those previous
QSS schemes, for instance:

A. The security against the collusion attack and outside
attack needs to be improved.

B. Some extra checking sets used for prevent eavesdrop-
ping are inserted in the sequences of agents that are
prepared in protocol.

C. The sequences of photons are requested to preserve by
the dealer, so that the dealer could not forget the
quantum memory.
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Compared with the previous papers, [22-37] the advantages
of ours are as follows: it is different from those schemes
preparing (n 4 1) EPR pairs, [19, 23, 24] in our schemes, n six-
particle GHZ states can be generated to share two or four
predetermined classical bits among n agents rather than deli-
vering a random message without any other local unitary
operations; any photons need not be preserved by the sender,
thus the quantum memory of the sender can be omitted here;
proposed schemes do not need to insert any extra detection sets
in the photon sequence of agent to detect eavesdropper’s exis-
tence and can resist both existing attacks and spoofing attacks by
the remaining agents’ Bell measurement and selecting measur-
ing basis.

The rest of paper is arranged as follows: our two schemes
are detailed in sections 2 and 3, respectively. In section 4, we
analyse the schemes’ security. The efficiency analysis of the
two schemes are given in section 5. Finally, a brief discussion
and the concluding summary are given in section 6.

2. Scheme 1: multiparty QDSS scheme (two classical
bits sharing)

Before describing scheme 1, we first briefly introduce the four
kinds of Bell states used to measure particles and four local
unitary operations used for encoding:

_ b o
lp)) = \/— (100) + 11)) = ﬁ(|++> + ==
1
|¢2>:f(|00> —[11)) = f(|+_> +1—+)
1 1
I¢3>:f(|01> + [10)) = f(|++> o )
1 _ _ ey
lpy) = ﬁ(|01> [10)) ﬁ(|+ )= 1=+ (D)
1=10)(0] + [1)(1]
Z =10){0] — [1)(1]
X =10) (1] + 1)(0]
Y =10) (1] — [1)(0] 2

where |0) and |1) are Z-basis, and |+) = f(|0> + |1)) and
|-) = f(|0> — |1)) are X-basis. It is assumed that the four

local unitary operations are encoded as four classical bits
respectively:

oy =1 to 00/,
op1=2Z to 01/,
ogo=X to /10,,
o1=Y to 1/,

Next, the secret information encoding are added to the
Bell state by unitary operations.

Let us analyze a four-party QDSS scheme firstly: sup-
pose that a 2N bit class encrypted message M is delivered to
the other three agents (Bob, Charlie and David) by the dealer
Alice, meanwhile the contents of this encrypted message can
only be known if all agents cooperate together. The specific
scheme is implemented as follows:

(1) Alice first prepares a six-particle GHZ state |i)) =
%(lOOOOOO) + |111111))103456, then a special local
unitary operation is performed on the sixth particle.

(2) Assume that particles (1, 2) belong to Bob, particles (3,
4) are in the possession of Charlie, and David owns
particles (5, 6).

(3) After the secure quantum channel is set up, all agents
perform Bell measurement on their particles, and the
corresponding relationship between their measurement
results can be depicted as follows:

1
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At this point, the participants encode the quantum state as
follows:

123456

l¢)) as 00/,

l¢,) as 01,

lp;) as 10/,

ldy) as 11,
From the above four expressions (from equation (3) to
equation (6) ), it is not hard to find that the local unitary local

operations encoded as the classical bits can be deduced from
the Bell state measurement results of participants, which
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Figure 1. The flow chart of scheme 1 includes the distribution of particles sequences and corresponding unitary operation Uj.

satisfies the following formula:
i = S12 @ S314 B Ss6 (7

where ij belongs to {00, 01, 10, 11}, representing the sub-
script of the local unitary operation acting on the sixth
particle, meanwhile S, represents the coding of Bell mea-
surement results on particles ¥ and v respectively. For
instance, in |¢3), the corresponding local unitary operation
acting on the sixth particle is oo and all Bell measurement

results satisfy Sj, @ S34 @ Ss¢. By taking the advantage of
this character, we can build a set of classical secret infor-
mation system that can be shared among all the participants.

Next, we will give the detail of the four-party (2 bits)
QDSS scheme and figure 1 shows the basic idea of scheme 1.

(1) Firstly, dealer Alice prepares N groups of six-particle
GHZ state and K groups EPR pairs, where there is only
one six-particle GHZ state in each N (information) group.
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As for rest K (sample) groups, which are used to check
the scheme’s security and each k group contains three
pairs of four Bell states at random {|¢,), |#,)]¢P5), &)}

(2) Secondly, dealer Alice records the locations of K

sample groups. Then the local unitary operations are
used to encode the secret coding on the sixth particle of
the six-particle GHZ state. Last, Alice then divides all
the prepared particles into six sequences.

Si=[Pi(1), P,(1),..., Pyyx(1)],
$2 =[P1(2), P2(2),..., Pnik(2)]
S3 =[P1(3), P»(3),..., Pnyk ()],
Sy =[P4, P(4),..., Pk (4)]
S5 = [P1(5), P2(5),..., PNk (5)],
S = [P1(6), P2(6),..., Pnyx(6)]

Checking Processing
X-Basis Z-Basis

Figure 2. The flow chart of scheme 2 includes the distribution of particles sequences and corresponding unitary operations U,, U,, Ui.

As for P,(j), i represents the groups from one to N + K;
j stands for the particles’ sequence.

(3) Thirdly, dealer Alice sends the sequence {S1, S2} to

Bob, sequence {53, S4} to Charlie, and sequence {S5,
S6} is sent to David.

(4) After confirming that Bob, Charlie and David have

received their own particle sequences, Alice begins to
perform the process of eavesdropping checking. First,
she randomly announced the position of the sample
group and the measurement basis chosen from the Z or
X basis. Based on these information, by using the the
corresponding measurement basis, each agent measures
the sample particles on the corresponding measurement
basis and tells the dealer (Alice) their measurement
results subsequently. Finally, Alice can deduce the
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communication’s error rate according to original state
and measurement results of the particles in the sample
group. If the value is lower than the threshold,
the protocol continues. Otherwise, the protocol will be
abandoned.

(5) Agents Bob, Charlie and David perform Bell measure-
ments on their own particles respectively for the
remaining N information groups, and the measurement
results stand for part of their secret: Kp, K¢, Kp. It is not
difficult to find that agents Bob, Charlie and David can
cooperate to reconstruct the information of dealer
(Alice)ij = Kg ® K¢ @ Kp.

Attention: symbol ‘@’ represents exclusive-OR value.

3. Scheme 2: a newly proposed multiparty QDSS
scheme (four classical bits sharing)

The dealer (Alice) prepares a six-particle GHZ state |[)) = %

(1000000) + |111111))10345¢ firstly, where particles (1, 2)
belong to Bob, particles (3, 4) are in the possession of Charlie,
and David owns particles (5, 6). Then the unitary operations
(shown in (2)) are performed on the second, fourth and sixth
particles of the GHZ state respectively, (64 changes totally),
which are listed as follows:

LI, Yo2lils, Xoluls, Zoluls,
biyZe, LW1nZo, Xol4Zo, Zr14Zs,
h1LXs, L1 Xe, XoI4Xe, Z214Xe,
LLYs, LiLYs, XoluYs, Zo11Ys,
hZ4ls, LZuls, X2Z41s, ZrZ41,
hZyZ6, L2476, X2Z2426, ZrZ4Zs,
hZ4Xe, 24 X6, X2Z4Xe, £224 X5,
hZ,yYs, LZ4Ys, X2Z4Ys, Z274Ys,
hXyls, L2 X4ls, XoXuls, Z7X4ls,
hX4Z6, hX4Z6, X2X4Zs, Z2X4Zs,
bX4Xs, L X4 X6, Xo0X4X6, Z2X4 X,
bLXyYs, hXyYs, XoXuYs, Z2X4 Y,
bYuls, LYils, XoYals, ZrYils,
bYyZe, ©WYyZs, XoY4Zs, Z2Y4Zs,
LY, Xe, hY4Xe, XoY4Xe, Z2Y4Xo,
LY,Ys, hYyYs, XoVuYs, ZoYo X,

Finally, three agents perform Bell measurement on their
own particles respectively. By comparing the Bell measure-
ment results of 64 kinds of unitary transformations, it is not
tough to find that 48 kinds of the Bell measurement results are
the same. Therefore, the corresponding local unitary opera-
tion and Bell measurement results of the remaining 16 kinds

of six-particle GHZ state are shown as follows:
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Therefore, we define (¢1, ¢, . . . ©15, P16) TESpPECtively,
representing the shared classical bit (0000, 0001. . . 1110,
1111), as shown in the following:

"2 ZzZ4I6
0, Z2Z4Z6
031 ZyZ4Xs
Wy - ZoZyYs
05 Zo X4l
Pe - ZZX4Z6
Y20 Z2X4X6
g ZaXuYs
Qo : X0 Zuls
P10 - XzZ4ZG
"R XZZ4X6
01t XoZ4 X5
©13: XoXals
014 X2 X4Z6
P15 - X2X4X(,
P16 X2 X4 Y5

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

If dealer (Alice) wants to share a 4N bits classic
encrypted message M to the remaining agents, Bob, Charlie
and David only under the cooperation of all agents can we
know the content of this secret message. For example, Alice
first prepares a six-particle GHZ state. Suppose that the dealer
(Alice) wants to share the classical information (0011), so we
need Alice to perform operation Z* on particle 2, Z* on par-
ticle 4, Y° on particle 6. Later, three agents perform Bell
measurement on their own particles and inform the dealer
(Alice) of their measurement results. In order to prevent
agents from executing internal attack and external attack,
Alice compares all agents’ Bell measurement results with the
local unitary operation and Bell measurement results of 16
kinds of six-particle GHZ states defined above. If the two
measurement results are the same, Alice can inform the agents
of the secret information she wants to share (i.e. we call this
encoding method tabulation).

Now, let us give the detailed steps of method tabulation
(four-party of 4-bit QDSS scheme) in the following (figure 2
shows the schematic diagram of QDSS for four parties in
scheme 2):

(1) First, dealer Alice generates N groups of six-particle
GHZ state and K groups EPR pairs, which there is only
one six-particle GHZ state in each N group, and for the
remaining K sample groups, each group contains 3 EPR
pairs randomly of 4 Bell states, which are used to check
information security.

(2) Dealer Alice records the locations of k sample groups.
For the remaining N information groups, the encoding
of the secret is imposed on the second, fourth and sixth
particles of the six-particle GHZ state by the corresp-
onding local unitary operations. Alice then divides these
particles into six sequences (the same as step two in

X-W Zha et al
scheme 1):
S1=[Pi(D), P (D), ..., Pnrk (D],
S =[P1(2), P»(2), ..., Pnyx(2)]
S3=1[Pi(3), P,(3), ..., Pnyk(3)],
Ss=[Pi(4), P,(4), ..., Pnyx(4)]
S5 =[P1(5), P2(5), ..., Pnyk(5)],
S6 =[P1(6), P>(6), ..., Pnyx(6)]

(3) Dealer Alice delivers the sequence (S;, S,) to Bob,
sequence (Ss3, S4) to Charlie, and sequence (Ss, S¢) to
David.

(4) After all agents receive their own particle sequences,
Alice executes the process of eavesdropping detection.
a. She randomly announces the location of the K

sample group and the corresponding measurement
basis (Z-basis or X-basis).

b. Each agent measures the sample particles on the
matched measurement basis and tells the dealer
(Alice) their measurement results.

c. Alice can deduce the error rate, based on the
measurement results and the particles’ original
state in the sample group. Similarly to step (4) in
scheme 1, if the value is lower than the threshold,
the protocol continues. Otherwise, the protocol will
be abandoned.

(5) To prevent the secret message from being leaked,
agents Bob, Charlie and David respectively measure
their particles of the remaining N information groups
and inform the dealer (Alice) of their corresponding
measurement results. Alice compares the agents’
measurement results with local unitary operation and
16 kinds of Bell measurement result of six-particle
GHZ states defined above. If the two measurement
results are the same, Alice can inform each agent of the
classical information that she wants to share.

4. Security analysis

We will demonstrate the security of both scenarios in this
section. As we know, no quantum qubits carrying secret
messages are transmitted in the quantum channel in the pro-
posed two schemes. Thus, only during the preparation phase
that an attacker, Eve, may launch an attack. Therefore, we can
guarantee that the two schemes we proposed are absolutely
safe, as long as we are sure that the quantum channel and all
agents are safe. In other words, the above schemes can be
guaranteed to be unconditionally safe if dishonest agents can
be prevented from making false statements. In the following
statement, these attacks will be analyzed: collusion attack and
intercept-and-resend attack.

4.1. Security analysis of collusion attack

Without loss of generality, two or more dishonest agents may
conspire to eavesdrop the secret information. Among the
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Table 1. The analysis of several schemes’ qubit efficiency.

Parameter/Scheme [18] [17] Scheme 1  Scheme 2

Classical bits of infor- 6 6 6 12
mation in a four-party

Total qubits used in a 30 36 24 24
four-party

Qubits efficiency in a 20% 16. 25% 50%
four-party 67%

above schemes, suppose that both Charlie and David are
dishonest agents. Meanwhile, they try to deliver an attack to
steal the secret information shared by Alice without Bob’s
help. In our presented schemes, however, dealer (Alice) dis-
tributes all her prepared particles to the remaining agents,
which means Alice is not required to keep any photons.
Hence, the information (ij = K + K¢ + K)p) is unknown to
agents Charlie and David in scheme 1. In scheme 2, the dealer
(Alice) needs to compare the defined encoding scheme with
agents’ Bell measurement result, from which we can conclude
that our QDSS schemes are absolutely safe for two or more
dishonest agents.

4.2. Security analysis of intercept-and-resend attack

Suppose some dishonest agents exist who can intercept the
dealer’s (Alice) particle sequences and resend the forged
particles generated by themselves in order to perform eaves-
dropping processing. So, the original sequences of particles
can be obtained by them (i.e. they may steal the information
of Alice). However, based on step (1) of our proposed two
schemes, Alice has randomly inserted k sample groups
information in each delivered sequence which then requires
agents to measure and check the results of measurement.
Actually, once the dishonest agent performs an intercept-and-
resend attack, he will not be able to obtain the position,
corresponding measurement basis of each decoy photon. In
addition, since the measurement basis is selected to measure
the sample group randomly by each agent, the successful rate

K
is lower than the value (%) , where K stands for the amount

of sample particles in each sequence delivered to the rest of
the agents.

5. Efficiency analysis

We compare the qubit efficiency of several schemes with us
in this part. Generally, there are two main methods to deﬁne
the qubit efficiency. One is = = —4_ [38], another is n =

[39], where g, stands for the total classmal bits of 1nf0rmat10n
transmitted;q, on behalf of total number of particles prepared
by dealer Alice;q;, denotes the number of classical bits
announced. As forn = , it is not tough to prove that not

9T 9
only our schemes but most of previous presented will reach

100%. Therefore, we choose the equation 7 =  to define our

schemes’ qubit efficiency, which empha51zes the average

contribution of each photon of the shared key. It is assumed to
be that there are one third decoy particles in the whole
quantum channel system for each agent (i.e. N = 3K ).

In scheme 1, for four-party secret sharing, i.e. 3 agents
existing, suppose that a 6-bit classical encrypted message is
delivered to the remaining three agents and the dealer Alice
generates three groups of six-particle GHZ state and three
EPR pairs, so the qubit efficiency of scheme 1 for four parties

is % The qubit efficiency of scheme 2 can be
expressed as % in the same way. Meanwhile, table 1

presents, in a more direct fashion, that our qubit efficiency is
higher than the others.

6. Conclusion and summary

In this article, we propose two efficient and practical quantum
direct secret sharing schemes, which the dealer (Alice) can
share a certain secret information through the local unitary
operations among agents. And then, Bell measurements are
performed by the rest of the agents to obtain the corresp-
onding shadows, which is unknown to the dealer (Alice). In
addition, neither of the two proposed schemes in this paper
need to insert a set of detection devices into the particle
sequence of the agents to detect eavesdropping, which also
proves that they are more convenient than other schemes in
practical applications. Finally, the schemes we proposed can
not only resist the participants’ attack but also provide higher
efficiency of transmission and reduce the complexity in
practical applications.
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